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aimed at strengthening the fight against money laundering and ter- 2024
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rorist financing, focusing on the creation of the new EU Anti-Money 2005

Laundering Authority (AMLA). It provides a comprehensive analysis of
both the legal and institutional innovations introduced by the new
framework, evaluating their potential impact on counter-terrorist
financing (CTF) efforts across the EU. It identifies key shortcomings in
the previous EU CTF measures, such as inconsistent national imple-
mentations, overreporting, and the challenges posed by de-risking
practices. While the establishment of AMLA represents a significant
step towards a more coordinated and harmonized approach to CTF,
its success will depend on the EU’s ability to ensure the long-term
implementation of not only preventive but also repressive tools in the
fight against terrorist financing, which were not covered within the
new EU CTF framework.

Introduction

Efforts to disrupt, deter, and dismantle terrorist financing networks have become key
elements of the European Union’s (EU) post-9/11 counterterrorism policy. According
to the 2008 EU’s Revised Strategy on Terrorist Financing, “[b]y making it more
difficult for terrorists to use their means and resources to act on their intentions,
the EU protects its citizens as effectively as possible. And financial tools, used pro-
actively, are highly beneficial in the identification of terrorist networks and devel-
opment of counter-terrorist intelligence”! Moreover, according to the original 2004
EU Strategy on Terrorist Financing, “[a]s well as reducing the financial flows to
terrorists and disrupting their activities, action to counter terrorist financing can
provide vital information on terrorists and their networks, which in turn improves
law enforcement agencies’ ability to undertake successful investigations”? This cor-
responds to the prevailing wisdom on counter-terrorist financing (CTF), which sug-
gests that successfully executed CTF measures mitigate the first-mover advantage
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terrorists otherwise hold. In some cases, limiting the available resources “may prevent
some attacks from taking place, or at least can reduce the impact of attacks that
cannot be prevented”’ In addition, CTF efforts should also help to track operatives,
chart relationships, and deter individuals from supporting terrorist organizations both
directly* and indirectly through the diversion of funds from charitable and other
organizations.’

In the aftermath of the major terrorist attacks in Paris and Brussels in 2015 and
2016, however, both the Council of the EU and the European Council called for a
major review and strengthening of the EU CTF measures. Following the publication
of a series of critical internal reports, several new CTF Action Plan proposals by the
European Commission, and intense political negotiations, a package of ambitious new
CTF legislative measures was finally agreed upon by representatives of EU Member
States (MSs) and the European Parliament in the spring of 2024 (see below). This
package not only remarkably openly acknowledged a number of challenges and short-
comings that have hampered the hitherto EU CTF efforts, but it also included an
unprecedented step: the creation of a new EU agency—the Authority for Anti-Money
Laundering and Countering the Financing of Terrorism (AMLA)—that will coordinate
MSs national authorities “to ensure the correct and consistent application of EU CTF
rules”®

While some studies have already examined the legal aspects of the new EU mea-
sures,” this study is the first to offer a comprehensive theoretically informed account
of the counterterrorism aspects of both the legislative and institutional innovations,
including AMLA. Specifically, building on antecedent literature that explains the changes
in the EU’s response to terrorism by accounting for both structural and cognitive
causality (see below), the aim of this article is to analyze whether the new EU CTF
measures represent a paradigm shift in EU efforts to combat terrorist financing?
Following Andreevas novel analysis of the impact of the 2015-2016 Paris and Brussels
attacks on the evolution of information sharing in EU counterterrorism,® I conceptu-
alize a paradigm shift as a fundamental reorientation of institutional frameworks and
cognitive approaches which is driven by critical junctures (major terrorist attacks) and
which is characterized by the adoption of new ideas, norms, and governance structures.
By integrating key insights of historical and constructivist institutionalism, the paradigm
shift approach illustrates how ideational shifts (recognition of legal and institutional
shortcomings) and institutional reconfigurations (creation of AMLA) are interdependent,
requiring a critical juncture (2015-2016 Paris and Brussels attacks) to trigger and
institutionalize change. This synthesis suggests that paradigm shifts in EU counterter-
rorism policy depend on the confluence of critical structural disruptions, ideational
innovation, and strategic agency, which collectively overcome institutional inertia and
reorient previously path-dependent counterterrorism frameworks.

To probe my argument, I leveraged data both from official EU documents and
secondary sources (academic literature and media reports), complemented by
semi-structured interviews with EU and national officials and private sector represen-
tatives. I used convenience sampling to approach the interviewees based on my prior
extensive research on EU counterterrorism. The list of interviews is provided at the
end of this article. The interviews were conducted in person or over Skype between
April and July 2024. Given the topic’s sensitivity, I guaranteed anonymity to all
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respondents. The transcribed interviews were coded using the NVivo software for
qualitative data analysis.

The structure of this article is as follows. The first section offers an overview of
the EU CTF response since 9/11, including the new EU CTF legislative measures. The
second section provides a succinct review of the extant literature that attempts to
explain the historical evolution of EU counterterrorism, specifically focusing on the
most recent paradigm shift approach. The analysis of the key shortcomings of hitherto
EU CTF efforts recently acknowledged by the EU and an overview of the intended
aims of the EU CTF reform package are presented in section three. Sections four and
five provide preliminary assessments of the key CTF challenges that the new EU CTF
reform package does and does not address vis-a-vis the existing state-of-the-art in
CTF research, respectively. The article’s final section discusses how and why the AMLA
reform package constitutes a paradigm shift in EU CTF efforts, while also pointing
out the need for further reforms that would integrate both preventive and repressive
CTF measures.

Making Sense of the Evolution of EU Counterterrorism Measures

The antecedent studies have advanced three major theoretical arguments for the evo-
lution of EU counterterrorism over time. First, building on public policy-making lit-
erature, several authors emphasized the importance of supranational policy entrepreneurs
for the growing role of the EU in counter-terrorism. Kaunert and Occhipinti, for
example, stressed the Commission and the Council secretariat’s influence as interest
shapers that invested resources into specific counterterrorism proposals (e.g. the rules
against terrorist financing) and successfully lobbied for their acceptance, thus weakening
MSs’ attachment to national sovereignty in counter-terrorism.® Similarly, Bossong argued
that during the windows of opportunity in the aftermath of major terrorist attacks in
Europe, the Commission and the Council Secretariat played a significant entrepreneurial
role due to exceptional expectations of joint problem-solving, which EU MSs had
difficulty meeting without such “external” agenda-setters.!”

Second, from a historical institutionalist perspective, several studies emphasized the
importance of path dependency, the institutional setting of the EU and critical junc-
tures as the decisive, intertwined factors for reconstructing the stages by which
counter-terrorism became an area of European governance. Argomaniz contended that
the intergovernmental form of counter-terrorism cooperation in the 1970s-1980s and
prior political decisions made in the 1990s have constrained institutional actors’ reac-
tion to 9/11—the sunk costs derived from switching from one alternative (complete
new policies tailored to the terrorist threat) to the pre-existing one (rapid adoption
of previously tabled instruments for criminal matters cooperation) were simply too
high and the political pressure to “do something” obliged MSs to an immediate policy
reaction. In his view, path dependency also helps to explain the transformation of
Europol into a full-fledged European agency and stronger competencies for the
Commission, European Parliament, and the Court of Justice in the European fight
against terrorism as these could all be seen as examples of recombination and reuse
of “old” EU structures to perform new counter-terrorism functions.!! Alternatively,
Wolff’s account of the evolution of EU’s counter-terrorism policy in the Mediterranean
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emphasized the importance of cultural frames in addition to the weight of history and
critical junctures.!

Third, from a constructivist perspective, major terrorist attacks in Europe led to a
change in the perception of terrorism across Europe and, consequentially, also of the
instruments that the EU MSs should put in place to fight this security threat.® Since
the threat was publicly framed as transnational, national governments rapidly agreed on
the need for coordinated European action. Thus, although only some European countries
have suffered from sustained terrorist campaigns within their borders, there is a general
agreement on the view that, at least in the EU discourse, terrorism has been internalized
as a European threat. This has allowed the EU to present a common discourse that has
sustained political consensus and, to a degree, unity of action, despite this action being
often concocted by only a small group of countries within the EU.

In this article, I build on a recent analysis of the impact of the Paris and Brussels
attacks in 2015/2016 on the evolution of information sharing in EU counterterrorism,
which challenged the aforementioned explanations of EU counterterrorism as a process
of gradual incremental European integration and institutionalization with the concept
of a paradigm shift: an abrupt fundamental reorientation of institutional frameworks
and cognitive approaches characterized by the adoption of new ideas, norms, and
governance structures.!* Although the origins of this concept can be traced already to
the structuralist period of social sciences in the 1960s,'” it has remained somewhat
ambiguous and elusive due to the lack of a detailed explanation of the key factors,
pre-conditions, and consequences. Andreeva’s novel conceptualization of a paradigm
shift in EU counterterrorism policy addressed these shortcomings by bridging both
historical institutionalism and constructivist explanations and focusing on the interplay
of structural and ideational dynamics during critical junctures. In this account, existing
counterterrorism arrangements exhibit path dependency, creating stability but also
resistance to change. For a paradigm shift to occur, these entrenched structures must
face challenges—such as major terrorist attacks—that disrupt their foundational cog-
nitive premises and existing operational and institutional paths. These events destabilize
established frameworks, opening critical junctures, i.e. windows of opportunity for
significant institutional and policy change.

Not all critical junctures, however, result in paradigm shifts. According to Andreeva,
the following key factors need to accompany a critical juncture for a paradigm shift
to occur:

1. Cognitive Shifts: Since counterterrorism is, to a large degree, shaped and dominated
by practitioners, a paradigm shift requires the emergence of new ideas and cognitive
shifts that reframe how terrorism is conceptualized, providing a compelling alterna-
tive to the status quo.

2. Policy Entrepreneurship: The role of policy entrepreneurs who advocate for new
frameworks, leveraging the uncertainty of critical junctures to push for institu-
tional and ideational transformations, is crucial.

3. Positive Feedback Loops: For a paradigm shift to institutionalize, it must generate
positive feedback among relevant stakeholders, demonstrating the added value of
the new approach in addressing both immediate threats and broader governance
challenges.'®
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In summary, a paradigm shift occurs when exogenous shocks or endogenous chal-
lenges disrupt existing path dependencies, enabling policy entrepreneurs to advocate
for and institutionalize alternative frameworks that redefine how terrorism is concep-
tualized and addressed at the EU level. Since EU counterterrorism governance involves
multiple actors across supranational, national, public-private, and sectoral levels, a
paradigm shift also requires alignment across these levels, addressing inter-agency trust
and operational inefficiencies while ensuring accountability. In the remainder of this
article, I explore whether such an alignment has materialized in EU efforts to fight
terrorist financing in the aftermath of the 2015-2016 Paris and Brussels attacks.

Overview of the Evolution of EU Measures to Combat Terrorist Finances:
Multi-Level Governance Complexity and Path Dependency

Following the 9/11 events, the European Union has developed a number of instruments
to fight terrorist finances. Most of them were specifically designed to implement and/
or enhance the two key CTF frameworks, whose logic has, at least since 9/11, shaped
CTF efforts worldwide—the smart sanctions model advanced by the United Nations
(UN) Security Council and the anti-money laundering (AML) model advanced by
G-7’s Financial Action Task Force (FATF).!” The former is a repressive approach that
works by drawing up a blacklist of targeted persons and/or groups, imposing obliga-
tions on all UN MSs to freeze the listed persons’ and organizations’ transactions and
confiscate their assets, impose travel bans, and criminalize any attempts to provide
them with financing. The latter is a preventative risk-based approach that works by
setting specific obligations for financial institutions and certain non-financial institu-
tions and professionals who, by virtue of their business activities and the intrinsic
risks posed by their clients, are considered to be best placed to identify and intercept
terrorist financing-related transactions. Specifically, they are required to carry out
customer due diligence (CDD) to identify and verify the identity of customers and
beneficial owners, to obtain information on the business relationship and to monitor
it. Moreover, they are obliged to report suspicious transactions and activities to public
authorities for further investigation.

Repressive Measures

Regarding the smart sanctions model, on the basis of Articles 60 and 301 of the
then-valid Treaty of the European Union, the Council promulgated the key elements
of several UN Security Council Resolutions (UNSCRs) as First Pillar EC regulations.
Specifically, in response to the requirements in the UNSCR 1373, which obliged all
UN MSs to criminalize acts of terrorist financing, as well as to freeze funds and assets
of those engaged in terrorist activities, the Council adopted Common Position 2001/931/
CFSP on the application of specific measures to combat terrorism. Referring to the
2002 Council Framework Decision 2002/475/JHA definition of terrorist offenses, the
Common Position established a comprehensive list of persons, groups, and entities
considered terrorists. In addition to the measures aimed at implementing UNSCR
1373, the EU has sought to comply with the 1999 UNSCR 1267 and the 2000 UNSCR
1333 (later replaced by UNSCR 1988 and 1989), which called for the freezing of funds
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and financial assets of the Taliban, Al-Qaeda and their associates; and the more recently
adopted resolutions concerning the so-called Islamic State (IS; UNSCRs 2161, 2170,
2199, 2249, 2253). An innovative legal approach allowed the Council to agree upon
several Common Positions (1999/727/CFSP, 96/746/CFSP, 2001/154/CFSP, 2001/771/
CFSP, 2002/402/CFSP) that in turn opened the path for the adoption of corresponding
Council Regulations aimed at implementing the relevant UNSCRs. Similar to the
Common Position 2001/931/CFSP, there is a list of persons and entities whose assets
should be frozen by relevant EU authorities. However, unlike the lists established by
designated EU authorities in 2001, where the Council decides autonomously which
specific groups, persons, or entities qualify to be listed, in the case of Al-Qaeda, the
EU simply adopted the list that was established by the UN 1267 Committee, which
oversees the implementation of the UNSCR 1267.

A significant modification of the previously fairly clear correspondence between the
two UN counterterrorism sanctions regimes (e.g. UNSCR 1267 and UNSCR 1373) and
their implementation by the EU (as discussed above) occurred in September 2016 with
the adoption of Council Decision (CFSP) 2016/1693 (and a corresponding new Council
Regulation (EU) 2016/1686). This Council Decision fulfills two objectives. While the
first is to continue to implement the UN sanctions against IS and Al-Qaeda associates
as designated on the UN sanctions list, the second institutes the possibility of auton-
omous EU restrictive measures against a potentially much broader list of persons
associated with IS and Al-Qaeda (or any group deriving thereof), in addition to those
listed by the UN Security Council. As such, this modification appears to reflect the
EU’s desire to improve its response to urgent threats posed by foreign fighters, i.e.
individuals who travel to a state other than their states of residence or nationality for
the purpose of the perpetration, planning, or preparation of, or participation in, ter-
rorist acts or the providing or receiving of terrorist training. The EU is now also able
to impose restrictive measures on individuals traveling or seeking to travel both outside
the EU and into the EU, with the aim of supporting IS and/or Al-Qaeda or receiving
training from them. Finally, in contrast to the previous legal regime, the EU is now
able to list any person meeting the criteria, including EU nationals.

Preventative Measures

Regarding the anti-money laundering model, which has been advanced by the FATF
on the assumption that there are important similarities between traditional money
laundering and terrorist financing, the key EU CTF measures adopted under the former
First Pillar are the First (1991), Second (2001), Third (2005), Fourth (2015) and Fifth
(2018) Money Laundering Directives (MLD). The first two directives imposed
anti-money laundering obligations on private financial institutions and designated
non-financial professional bodies, and mandated the establishment of financial intel-
ligence units (FIUs)!® in EU MSs. The Third MLD was the first one to explicitly
include CTF measures as it introduced a binding requirement on MSs to implement
in national law a large part of the revised FATF’s Forty Recommendations, and seven
of the nine Special Recommendations. As such, the Third MLD required the EU MSs
to forbid anonymous accounts and places detailed demands on a wider range of private
entities to increase surveillance of their clients and their accounts. Several of these
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requirements were further specified and/or expanded in the Fourth MLD, including
greater emphasis on ultimate beneficial ownership and enhanced customer due dili-
gence; a lower cash payment threshold of €7.500; the inclusion of the entire gambling
sector beyond just casinos; and an enhanced risk-based approach, requiring
evidence-based measures. Overall, the Third and Fourth MLDs are salient examples
of large-scale public-private security cooperation and an intelligence-led fight against
terrorism.!” Thus, instead of the application of a set of fixed norms to every transac-
tion as required in the First and Second EU MLDs, the Third and Fourth MLDs
introduced a risk-based approach under which the regulated private entities (in practice
mainly the banks and other financial services providers) are required to identify the
identity and monitor all transactions of all their clients, to store and monitor their
clients’ data and to make risk-assessments to detect suspicious transactions.

The Fifth EU MLD facilitates the work of financial intelligence units, sets up cen-
tralized bank account registers to identify holders, and addresses risks linked to virtual
currencies and anonymous pre-paid cards. It also ended the anonymity of bank and
savings accounts, as well as safe deposit boxes and created central access mechanisms
to bank account and safe deposit boxes holder information throughout the EU.
Furthermore, the Fifth MLD grants the general public access to beneficial ownership
information of EU-based companies and makes information on real estate holders
centrally available to public authorities. Finally, the Sixth MLD harmonizes the defi-
nition of money laundering by including a unified list of 22 predicate offenses that
may generate a criminal property to commit a money laundering offense, including
environmental crimes, tax crimes, and cybercrime, trafficking of drugs and humans,
and fraud. Furthermore, criminal liability is extended to legal entities where a money
laundering offense is committed for their benefit by an individual in a leading position
within that entity. As such, the EU’s sixth MLD “strives to change the way individuals
and organizations are held accountable for not only committing financial crimes but
also enabling them.”

Other EU measures implementing the FATF’s Recommendations are Regulation No
1889/2005 on controls of cash entering or leaving the Community, Regulation No
1781/2006 on information on the payer accompanying transfers of funds and the
directive 2007/64/EC on a new legal framework for payments in the internal market.
Their provisions, respectively, compel travelers entering or leaving the EU to make an
obligatory declaration when carrying more than €10,000; require money transfers to
be accompanied by the identity of the sender; and aim to license those entities in a
country providing as a service the transmission of funding, including informal
money-transferring networks such as hawalas. In addition, although not solely related
to CTE the following legal measures are also relevant: the 2001 Protocol to the 2000
Convention on Mutual Legal Assistance, Council Decision of 17 October 2000 con-
cerning arrangements for cooperation between FIUs, Framework Decision 2005/212/
JHA on confiscation of crime-related proceeds, Council Decision 2005/671/JHA on
the exchange of information and cooperation concerning terrorist, Council Decision
2007/845/THA concerning cooperation between Asset Recovery Offices of the Member
States in the field of tracing and identification of proceeds from, or other property
related to, crime, and the Electronic Money Directive 2009/110/EC. Three new pieces
of legislation harmonizing or updating existing rules entered into force in 2018 and
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started to apply from 2020: Directive 2016/0414 (COD) on countering money laun-
dering by criminal law establishes common minimum sanctions, Regulation 2018/1805
on the mutual recognition of freezing orders and confiscation order, and Regulation
2018/1672 on controls on cash entering or leaving the Union upgrades the definition
of cash stated in the Regulation 1889/2005 to include virtual currencies. The adoption
of the last regulation reflects the growing concerns about the use of cryptocurrencies
for money laundering, tax evasion, and terrorist financing®® and the inadequacy of the
existing European legal framework to deal with both virtual assets and their service
providers.?! These challenges were also confirmed by the Office of the EU-Counter
Terrorism Coordinator (Interview 3).

(Calls for) New EU Measures to Combat Terrorist Finances in the Aftermath
of Terrorist Attacks in Paris and Brussels: Critical Junctures

In December 2018, the Council adopted conclusions on a new action plan to
better tackle money laundering and terrorist financing, which set out a number
of short-term non-legislative actions to enhance the supervision of anti-money
laundering activities and encourage cooperation between competent authorities
(15164/18), and agreed on a proposal for strengthening the role and powers of
the European Banking Authority to ensure that EU anti-money laundering rules
are effectively applied in all member states and all national anti-money laundering
supervisors cooperate closely with each other (15569/18). All of these new mea-
sures were in line with the February 2016 Commission Action Plan for strength-
ening the fight against terrorist financing (COM(2016) 50 final), which was adopted
after both the Council of the EU and the European Council called for a review
and strengthening of the EU legislation in the aftermath of terrorist attacks in
Paris and Brussels. In July 2019, the Commission published another AML/CTF
package which consisted of a political communication entitled “Towards better
implementation of the EU’s anti-money laundering and countering the financing
of terrorism framework” (COM(2019) 0360), report on the assessment of recent
alleged money laundering cases involving EU credit institutions (COM(2019) 0373),
report on the assessment of the risk of money laundering and terrorist financing
affecting the internal market and relating to cross-border activities (COM(2019)
0370), and report on the interconnection of national centralized automated mech-
anisms (central registries or central electronic data retrieval systems) of the
Member States on bank accounts (COM(2019) 0372).

In May 2020, the Commission published its latest Action Plan for a comprehensive
EU policy on AML/TF (COM(2020) 2800) with six key pillars: (1) Implement the current
framework effectively; (2) Create an updated and more precise EU rulebook; (3) Establish
EU-level supervision of obliged entities or the financial sector; (4) Facilitate better
cooperation among FIUs); (5) Facilitate better EU-level criminal law provisions and
information exchange; (6) Address the threat of high-risk third countries and increase
international presence. The Action Plan was overwhelmingly approved by the members
of the European Parliament in July 2020 and by the Council of the European Union in
November 2020.% In July 2021, the Commission unveiled four corresponding legislative
proposals that cover pillars 2, 3, and 4 of its 2020 Action Plan, which were ultimately
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Table 1. Overview of new measures and major changes introduced by the new EU AML/CTF
framework.

What's new What changes
New sectors brought into the scope (crypto-asset +  Clearer rules for AML/CTF risk management measures,
service providers, residence scheme operators) including for groups and networks
Risk-based approach to third countries « Harmonized customer due diligence process
Requirement to disclose beneficial ownership for « Harmonized approach to identification of beneficial
non-EU entities that have a link with the EU ownership
Powers for beneficial ownership registers to check « Minimum set of financial, administrative and law
information enforcement information to which all FIUs should
Disclosure requirements for nominees have access
Harmonized approach for reporting suspicious « Clarification of the powers of supervisors
activity/transactions « Improved cooperation among authorities

Prohibition of bearer shares that are not intermediate
Capping of large cash payments to €10,000
Interconnection of bank account registers

Public oversight of supervision in some sectors

Joint FIU analyses

AML/CTF supervisory colleges

Traceability requirements for crypto-assets

Source: Compiled by the author based on data from the European Commission.

adopted by the Council and the Parliament in 2023 and 2024: Regulation 2024/1620
establishing an EU Authority for Anti-Money Laundering and Countering the Financing
of Terrorism (AMLA) in the form of a new EU regulatory agency; Regulation 2024/1624
on AML/CTE containing directly applicable AML/CTF rules, including a revised and
expanded EU list of “obliged entities” subject to AML/CTF rules; Directive 2024/1640
replacing the previous EU AML/CTF Directive (Directive 2015/849 as amended) and
containing provisions not appropriate for a Regulation and requiring national transpo-
sition, such as rules concerning national supervisors and Financial Intelligence Units in
MSs; Regulation 2023/1113 on information accompanying transfers of funds and certain
crypto-assets and amending Directive (EU) 2015/849 and Regulation 2015/847. A sum-
mary of key changes and innovations stemming from this new set of measures is pre-
sented in Table 1. Jointly, they represent the most ambitious attempt to reform the EU’s
post-9/11 AML/CTF regime. Moreover, as discussed in the next section, both the content
of these new legislative measures and the latest Commission and Council's CTF Action
Plans (see above), and other official EU documents offered an exceptionally critical
self-reflection of the persistence of the numerous challenges related to both the legal
transposition of EU rules in EU MSs and their practical application by both public and
private actors, which were previously extensively documented in the antecedent academic
literature on CTE.

Newly Acknowledged Challenges of EU Measures to Counter Terrorist
Financing and Proposals to Address Them: Cognitive Shifts and Policy
Entrepreneurship by the European Commission

In order to justify the need for more EU-level action and a new EU agency tasked
with the fight against money laundering and terrorist financing, the EU Commission’s
legislative proposals and accompanying mandatory impact assessments offered unique
insights into the shortcomings of previously adopted EU measures:
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Unless the EU adopts a new, comprehensive approach to preventing money laundering and
terrorism financing ..., the EU economy and financial system will remain exposed to risks.
While the current tools have gone a long way towards tackling these risks, they are not
sufficient to address problems that due to a fast evolving context have become structural
in nature ... and cannot be remedied by Member States acting alone. An ineffective AML/
CFT framework in one Member State or differences between rules across Member States,
may be exploited by criminals and have consequences for other Member States. Member
States alone cannot ensure consistent integration of the latest international standards in the
EU framework, nor increased consistency with other EU rules.®

The persistence of the several challenges related to both the legal transposition of
EU rules and their practical application by public and private security actors was also
acknowledged in the latest Commission and Council’s CTF Action Plans (see above),
other official EU documents, and by the interviewed EU officials: “We recognized that
our system to fight financing of terrorism was not robust enough” (Interviews 6 and
8). To a large extent, this critical self-reflection is a consequence of several recent
high-profile AML/CTF scandals involving EU-based financial institutions, including
Danske Bank, and Wirecard, as well as other past scandals, such as Luanda Leaks,
Cum Ex, the Panama Papers, Lux Leaks and the Paradise Papers, all of which “have
repeatedly shaken citizens’ trust” in EU MSs financial and tax systems.’* The four
reports accompanying the Commission’s 2019 AML/CTF Package in July 2019
(COM(2019) 0360, COM(2019) 0370, COM(2019) 0372, COM(2019) 0373), for example,
identified four broad categories of shortcomings of the EU AML/CTF framework: (1)
ineffective or lack of compliance with the legal requirements for AML/CTF systems
and controls, with numerous credit institutions not prioritizing compliance with AML
in their policies; (2) governance failures in relation to AML, especially reporting defi-
ciencies in large cross-border banking groups, which were caused by the absence of
translations of audit reports, and difficulties for local staff to get access to the top
management of the institution in another MSs; (3) misalignments between risk appetite
and risk management; (4) critical understaffing of public AML supervisors in some
MSs, while in others, staff seem to have been lacking sufficient experience or knowl-
edge of how to carry out their supervisory tasks. Jointly, these reports “showed failings
in the effectiveness and efficiency of the EU AML system, stemming from all three
key components: Obliged Entities, supervisors and FIUs, and the interaction between
those entities”?

In July 2021, the Commission’s Impact Assessment accompanying the new AML/
CTF package offered a similarly self-critical analysis. This document represents the
first-ever comprehensive EU evaluation of the existing AML/CTF framework due to
substantial transposition delays of the fourth and fifth EU AMLDs.?® It identified three
major problems that hamper the achievement of the priorities the Commission outlined
in its May 2020 Action Plan (see above), their drivers, and a range of resulting neg-
ative consequences. Several policy options were presented to address each of the
identified problems, ranging from the continuation of the current AML/CTF framework
to moderate and greater levels of harmonization of rules and direct supervisory powers
at the EU level. Each policy option also included an assessment of their compliance
costs, both financial, administrative, and personal, for all relevant public and private
entities involved in the EU AML/CTF framework.
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Insufficient/Ineffective Application of AML/CTF Measures by Private Sector Entities

First, the Commission argued that “the application of AML/CTF rules across the EU
is both ineffective and insufficient” due “to a number of deficiencies in the application
of AML/CTF measures by the private sector”” In line with the antecedent academic
literature on EU CTF, the Commission noted that “[w]hile these were sometimes the
result of neglect or excessive risk appetite by private operators, ... they [also] link
directly to the lack of clarity in current EU rules, which leads to divergent applica-
tion”?® More specifically, the Commission noted that: “There is no indication that
de-risking brings benefits in terms of preventing money laundering or terrorist financ-
ing, as laundering techniques continuously evolve. The private sector often lacks
information on new trends to apply a smart approach that could differentiate suspicious
activities from legitimate ones.”” This is a consequence of the “the lack of clarity, and
limited nature, of some of the rules adopted at EU level, combined with different
approaches in gold-plating, [that] have resulted in diverging implementation of the
EU legal framework across Member States and across obliged entities”® As drivers of
these shortcomings, the Commission explicitly highlighted the variations in national
rules when it comes to the degree of transparency imposed by MSs regarding the
beneficial ownership of companies and trusts; the identification of obliged entities,
such as crowdfunding platforms and crypto assets service providers; the powers of
national AML/CTF supervisors and national FIUs; deadlines for the exchange of infor-
mation between FIUs; ceilings for large cash payments; and customer due diligence
provisions. These variations generate “legal uncertainty” and entail “a significant com-
pliance burden for entities subject to AML/CTF rules that operate cross-border, with
adverse impacts on their capacity to detect suspicious transactions”! Finally, the
Commission also noted that the “scope of the current rules is also ineffective in dealing
with new threats arising from innovation,” such as the growing popularity and adoption
of cryptocurrencies that has also led to their increasing use in both AML and CTE*?

To remedy these shortcomings, the Commission proposed “a single EU rulebook”
that would limit the aforementioned divergences in the interpretation and application
of the rules AML and CTE As noted by one interviewed EU official: “We need much
more robust rules to reinforce the system. To clarify the rules that apply to gatekeepers
in the private sector. But the objective that the Commission has pursued with its
legislative proposal is not only to make the rules more robust and clearer but also to
harmonize them so that the same rules apply across the EU” Thus, the Commission
argued that the key elements should be turned into directly applicable provisions set
out in a Regulation instead of a Directive where the legal transposition is left to MSs.
This unified AML/CTF regulatory framework would, therefore, include rules and
requirements imposed directly on obliged entities, whose list should be expanded
beyond financial institutions (banks, life insurance companies, payment service pro-
viders, and investment firms) to include additional types of non-financial entities and
operators (including lawyers, accountants, real estate agents, casinos, and certain types
of Crypto-Asset Service Providers). These new EU rules should be “more detailed and
granular than at present, and will include a number of Regulatory Technical Standards
to be prepared by the future EU AML Authority (for example, on Customer Due
Diligence).”* The Council and the European Parliament ultimately agreed to the
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Commission’s proposal when they adopted the aforementioned Regulations 2024/1624
on AML/CTF and 2023/1113 on information accompanying transfers of funds and
certain crypto-assets. The full new “single EU rulebook,” including technical standards,
is expected to be in place and apply by the end of 2025.>* The EU AML coordination
group has, nonetheless, already identified 80 Implementing or Regulatory Technical
Standards required to specify the details of the new single AML/CTF rulebook.*

Insufficient Control That Obliged Entities Apply AML/CTF Rules

The second major problem identified by the Commission is “insufficient oversight of
how entities subject to AML/CTF rules apply them.*® This is most apparent in the
case of entities subject to AML-CTF rules in the non-financial sectors:

Data submitted for 2019 indicate that in a third of Member States no or close to no
inspection was performed on accountants and tax advisors, lawyers or trust and company
service providers. In some Member States, all these inspections were followed up by an
instruction or remedial measure, while in other Member States no action was taken upon
any inspection. The sanctions imposed vary significantly for the same group of profession-
als and breaches from one Member State to another (EUR 2 000 - 30 000).>

Moreover, in contrast to the aforementioned overreporting by financial sector enti-
ties, “the number of suspicious transactions or activities reported by these professionals,
with the exception of gambling operators and notaries in some Member States is
extremely low (e.g. for some professions, such as trust and company service providers,
the number of suspicions reported is rarely above 20 and often in the single digit).”*®
As drivers of these shortcomings, the Commission explicitly highlighted the divergence
of quality and effectiveness of national AML/CTF supervision within the EU MSs,
including the variations covering the human and financial resources devoted to it
(noting, for example, that “Germany indicated having allocated 15 persons to the
supervision of the whole non-financial sector - about 1 million entities”); approaches
to cross-border situations; and methods to identify risks and to apply the risk-based
approach to supervision.” These divergencies, along with the “lack of clarity in the
powers that supervisors should have results in a variation of approaches to similar
situations, and hampers supervisors™ ability to ensure that AML/CTF rules are applied
consistently across the EU; thus raising the risk of risk regulatory arbitrage.*

To remedy these shortcomings, the Commission proposed the creation of an inte-
grated AML/CTF system of national AML/CTF supervisory authorities at the EU level
that would guarantee “consistent high-quality application of the AML/CTF rulebook
throughout the EU” and promote “efficient cooperation between all relevant competent
authorities” Alternatively, as noted by one EU official interviewed (Interview 8):

We are elevating supervision at the EU level with the objective of making it much more
effective because the scattered national approach was not effective. After all, terrorist activ-
ities are not carried out just in Paris or in Belgium. We know that often at the core of
their activities, it's a team of people active in several Member States. If prevention starts
not just at the national level, youre much more effective.

At the center of this system will be the new EU AML/CTF Authority (AMLA) with
two main areas of activity: AML/CTF supervision and supporting the national FIUs.
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According to Regulation 2024/1620, which established AMLA, it will have a coordi-
nation role in the non-financial sector and it will directly supervise financial sector
entities that are exposed to the highest risk of money laundering and terrorism financ-
ing. National supervisors and FIUs will remain in place but AMLA should facilitate
cooperation, “including by establishing standards for reporting and information
exchange, supporting joint operational analyses, and by hosting the central online
system, FIU.net” AMLA should have around 250 staff members when it is fully oper-
ational in January 2028, and an annual budget of EUR 92 million, of which 30% will
come from the EU budget and 70% will come from fees paid by a range of financial
sector EU Obliged Entities directly supervised by AMLA.*' According to a KPMG
report, AMLA initial policy work will likely be informed by a horizontal survey of
existing AML rules and supervisory practices across Europe. AMLA will also draw on
the ECB’s experience in setting up the Single Supervisory Mechanism: a number of
senior ECB staff have already been seconded to the EC’s AMLA Task Force that is

preparing the ground for the new authority”*

Insufficient/Ineffective Detection of Possible Money Loundering and Terrorist
Financing

The third major problem identified by the Commission concerns primarily “insufficient
detection of suspicious transactions and activities by FIUs, particularly in cross-border
cases” and “inadequate feedback from FIUs to private sector entities acting as obliged
entities, in particular given the cross-border nature of many transactions.”** Both of
these shortcomings are related to the ever-growing number of suspicious transactions
and activities reported by the private sector (see Table 2) while “the capacity in FIUs
to cope with these volumes of data has not increased commensurately, and only a
couple of FIUs reported to the Commission having witnessed substantial increases in
their budget and staffing”** As a consequence, for example in 2019, the overburdened
national FIUs were able to actively follow up only less than half of submitted STRs,
and only “about 70 transactions were suspended on average (for an average total value
of 60 million EUR). Extrapolating these averages to all FIUs, these figures indicate
that, at best, the ratio between suspicious flows stopped at an early stage and estimated
proceeds laundered within the EU is 1:100.% At the same time, FIUs were also unable
to provide elaborate feedback on trends and typologies in money laundering tailored
to specific categories of obliged entities:

Left without information on trends in money laundering and terrorism financing, private
sector entities are unable to detect those activities and transactions that are genuinely sus-
picious and to improve the quality of the information reported. As such, reporting has
become an automated process, leading to an increase in reports of no significance (the
so-called ‘false positives’). Indications confidentially provided by credit institutions to the
Commission estimate that between 50% and 75% of reports submitted to FIUs would fall
under this category. The sector also shared that based on existing studies the level of false
positives could be even higher, [pointing that only] around 10% of all STRs submitted as
being of use.*

Moreover, in the future, TF techniques are likely to become more sophisticated, so
CTF will require “an understanding of the risks, which the current level of feedback
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by FIUs and cooperation among all authorities cannot grant”*’ As drivers of these
shortcomings, the Commission explicitly highlighted the divergence of reporting tem-
plates and methods to identify suspicious activities by national FIUs (and the
non-binding nature of the EU existing template); approaches to analyzing the reports
(including the use of different software and Artificial Intelligence (AI) tools); approach
to data sharing in terms of what is shared (whether it is the report as submitted by
the obliged entity itself or rather the analysis performed by the FIU) and when it is
shared (i.e. automatically when the report contains a reference to a MSs or only when
that report is relevant). Moreover, although recent major AML and TF cases reported
in the EU had a cross-border dimension, their detection is “left to the national FIUs
and to cooperation among them. While this reflects the operational independence and
autonomy of FIUs, the absence of a common structure to underpin this cooperation
leads to situations where joint analyses are not performed for lack of common tools
or resources”*® Finally, the report also noted that “some FIUs failed to engage in a
meaningful dialogue with obliged entities by giving quality feedback on suspicious
transaction reports”* This was confirmed by an interviewed Commission official:
“Often, there is no feedback from FIU, so obliged entities simply don’t know whether
they do well or not or not” (Interview 8) The quantity and quality of feedback are
also often related to differences in the types of FIUs and their powers (administrative,
law enforcement, judicial), which differ across the EU MSs (Interview 2). Moreover,
as another interviewed EU official noted, FIUs themselves need, yet often lack, feed-
back from law enforcement agencies regarding what STRs are useful for criminal
investigations and why (Interview 6).

To remedy these shortcomings, the Commission proposed harmonization of formats
and templates used by FIUs to render cooperation between them more efficient and
a central coordination role of a formalized EU FIUs' platform. The new EU AMLA
agency will support national FIUs in the conduct of joint analyses and more targeted
reporting of suspicious transactions and activities across the EU, but will not be an
FIU itself and will not replace national FIUs.”® According to one interviewee, “I really
insist AMLA is not a watchdog. AMLA is really something that must facilitate the
emergence of a truly EU approach in the fight against the financing of terrorism.” To
achieve this, AMLA should also conduct peer reviews of national FIUs to identify
best practices and to mediate disagreements between them.” (Interview 8) This should
help to bring all national supervisors up to the level of the best performers. Moreover,
“the new framework is giving a legal basis for the establishment of PPPs and
public-private sharing of information, with a number of safeguards that pertain, of
course, to the protection of private data. So that nobody can come to the private
entity and say: you shouldn’t have shared that information” (Interview 8)

Major Challenges Addressed by New EU CTF Measures: A Preliminary
Assessment of Feedback Loops

Although it is too early to make authoritative judgments about the impact of the
aforementioned revisions of the EU CTF framework, it is possible to a) assess their
scope and breadth vis-a-vis the existing state of the art in the antecedent literature,
and b) point out unaddressed shortcomings and challenges. The revisions of the existing
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EU CTF framework do clearly identify and attempt to address a number of important
issues that have been discussed in the extant research on the fight against terrorist
financing since 9/11. These include two highly problematic and interrelated practices
of defensive overreporting and de-risking; and delays and shortcomings stemming from
both legal transposition and practical implementation of EU-level CTF measures.

Overreporting

Previous studies have demonstrated that the public authorities have provided the private
sector with only vague clues for detecting customers and/or transactions that may be
linked to terrorist financing while demanding that FIs put in place elaborate and costly
surveillance mechanisms and procedures. This is primarily because EU CTF measures
are based on the logic of risk assessment, which is rather problematic when it comes
to the threat of terrorism that is extremely difficult to quantify for individual obliged
entities, especially the financial institutions when it comes to monitoring the billions of
daily financial transactions. Moreover, extant studies also stress that private entities are
primarily profit, rather than security, maximizers.’! As a consequence, due to the sub-
stantial penalties for non-compliance and reputational concerns, private FIs have resorted
to the practice of defensive compliance with the public CTF regulations by (over-)
reporting even marginally suspicious transactions to “cover their back” This reporting
“efficiency” has, however, further diminished the already dubious effectiveness of the
CTF regime. In addition to placing a substantial burden on the public FIUs which have
to process a growing amount of data of doubtful value, the increasing number of reported
transactions serves to further bury suspicious transactions actually indicative of terrorist
financing, which represent only a tiny share of the reported suspicious transactions
reports (STRs, see Table 2). This danger was also confirmed in an IMF study, which
found the over-reporting “cover your ass” policy “fails to identify what is truly important
by diluting the information value of reports”>> Moreover, the relation between the height
of the sanctions imposed on FIs for non-compliance and the effectiveness of the whole
AML process until conviction can be depicted in a Laffer curve: if sanctions grow too
high, their impact on effectiveness is negative.

To what extent the new EU CTF framework can remedy these shortcomings remains
to be seen. In line with the aforementioned findings from academic studies, the
Commission explicitly recognized that efficiency is not the same as effectiveness: “The
primary objective of the present proposals is to increase the effectiveness of the EU
AML/CTF regime, with the aim of reducing the amount of criminal ML/FT in the
European Union, rather than simplification and improved efficiency”>> However, as
noted by a preliminary assessment by EY, on the one hand, “[i|ntroducing harmonized
EU AML rules has the potential to close some gaps and loopholes in the EU regime
previously exploited, deter regulatory shopping, and also facilitate the streamlining of
compliance functions, bringing many efficiencies with it” On the other hand:

Aspects of the proposals as currently written could result in unintended consequences,
which could detrimentally impact risk management. For example, the proposed outsourcing
prohibitions and the introduction of a minimum five-year period for periodic review are
areas where amendments to the text would be beneficial to achieve absolute clarity. For
smaller FIs, with less well-established and resourced compliance functions, the extent of
changes could be particularly impactful and expensive to implement.>*
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As noted by a private sector interviewee (Interview 5), “[we] commend the EU for
its outreach to seek our input and collaboration for new [AML] legislation, but final
forms of EU initiatives rarely resemble the spirit in which they began” Another inter-
viewee argued that in order to improve the quality of STRs, it would be more beneficial
if the EU or the new AMLA helped the obliged entities with proper detection via red
flag manuals for different financial sectors (Interview 7). Overall, it appears that the
drafters of the AMLD VI package have still not fully grasped that private entities are
primarily profit, rather than security, maximizers. In the long run, this is arguably the
single biggest challenge to involving private companies in all areas of counterterrorism.
It cannot be easily fixed just by improving the methodology, harmonizing STR tem-
plates, or enhancing the information flows, although these may, over time, generate a
modicum of trust between the relevant public and private sector actors.

At least one of the powers of the new EU agency can, however, make at least some
difference here—the direct supervision of financial sector entities that are exposed to
the highest risk of TE At least implicitly, this appears to recognize the limits of
public-private partnerships when it comes to dealing with contemporary terrorist
financing—as profit maximizers, at least some private sector actors are inherently likely
to pursue different options (i.e. take certain security risks simply because it is more
profitable than actually addressing them) than the public agencies, who as security
maximizers are expected and tasked with ensuring the maximum level of security
possible based on the precautionary principle of “better safe than sorry” This was also
recognized by an interviewed Commission official who participated in the drafting of
the AMLD VI package:

Hundreds of thousands of STRs are reaching FIUs. This is truly an issue because you can-
not endlessly increase the resources inside the FIUs and there must be a shared compe-
tence, a shared responsibility. It's not that youre a private entity and you just load your
PDF with information. That’s not how it works. Youre doing business, your business can
be badly used. Your responsibility is not simply met by sending thousands of reports to
FIU and you consider youre done with your job. It’s not like that. But at the same time,
we recognize that for some private sector entities, it’s hugely difficult to say I have a risk
or I don’t have a risk. (Interview 8)

Much of the immediate impact of the new EU Agency will, therefore, depend on
the selection criteria for the high-risk obliged entities that it should directly supervise,
i.e. whether it will be a sufficiently large number of entities right from the outset to
guarantee EU-wide coverage. According to a member of the Supervisory Board of the
ECB, however, “the assessment and selection criteria for entities to be subject to AMLA
supervision as currently proposed might not produce such a meaningful pool of enti-
ties” Based on the ECB’s experience, “more objective criteria based on risk factors,
such as certain aspects of cross-border activities, would be preferable. These criteria
should be as objective as possible, not disclosing risk scores that might stigmatize the
selected entities””

De-Risking

Existing research has documented that for at least some private actors, both financial
and non-financial, it can be easier and/or cheaper not to provide services to certain
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customers rather than having to perform all the required complex and, thus also,
costly CDD checks. As also noted by the European Banking Authority (EBA),*® the
current AML/CTF framework’s narrow focus on compliance with customer identifica-
tion and verification requirements has indeed contributed to certain groups of cus-
tomers, in particular vulnerable ones without a regular income or fixed address, such
as the homeless, migrants and students, being excluded from access to and use of
payment accounts with basic features. Recent cases where financial institutions chose
to de-risk by ceasing to offer certain services instead of managing the risks associated
with specific sectors or customers have also negatively affected economic investments
in some EU MSs and, as noted by several stakeholders including the European Banking
Federation, they might also obstruct financial inclusion.”’

The Commission expects that the new “single EU rulebook” and AMLA’s oversight
should eliminate some of the incentives for de-risking of entire groups of customers
inside the EU. According to one interviewed Commission official (Interview 8), “[w]
here AMLA will directly supervise an entity, it will, as part of its supervisory activities,
look at how and why de-risking is done in that entity. And AMLA will be able to
say that it wants to carry out a thematic review of this practice. To look at whether
we do what’s best in that area, and check what private entities are doing.” However,
the CTF regime is a global one, and the current EU CTF measures have already had
severe repercussions on the informal remittance systems (“hawalas”) that are crucial
for the livelihoods of millions of people outside of the EU in developing countries.
Because they rely upon “ethnic-based trust” rather than on formal legal structures to
maintain the integrity of the system, “they were singled out from early on as a crucial
target in the policies against al Qaeda, against advice and warning that such measures
would not work against networks and mechanisms based on trust and rooted in dif-
ferent socio-economic, political and cultural contexts”*® Thus, as Vlcek noted, the
important point to keep in mind “is that constraining the informal banking system
has the potential of a far more detrimental impact upon developing states than it has
for any likelihood to identify and isolate terrorists”®® The recent EU CTF updates,
however, do not genuinely take into account their possible impact on informal banking
systems.

Problematic Transposition/Implementation of EU-Level CTF Measures

Regarding the drafting and adoption of the EU’s own legal measures, these CTF mea-
sures are worthwhile only if they make a difference. The Commission has acknowledged
the substantial implementation delays of the two most recent Fourth and Fifth MLDs.
According to available research, however, these are not unique. The Third MLD, for
example, was to be transposed before 15 December 2007, but as of June 2010, two
EU Member States (France and Ireland) had still to finalize the transposition process.
Moreover, infringements for non-transposition previously also had to be initiated
against Belgium, Spain, Poland, and Sweden (Council of the European Union 10182/10).
Similarly, when it comes to transposition into national laws, the Commissions 2020
Action Plan (COM(2020) 2800) was not the first one to argue that EU MSs tend to
apply EU AML/CTF rules “in a wide variety of different manners,” and these diverging
interpretations of those rules lead to loopholes in the EU system, which criminals and
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terrorist can exploit. Similar language was used by the Council when it approved the
Action Plan in November 2020, arguing that the EUs AML/CTF framework “needs
to be significantly improved” due to “major divergences” and “serious weaknesses” in
enforcement at MSs’ level.® Along with the European Banking Federation®' and the
European Parliament, the Council warned that the current fragmented legislative,
institutional, and regulatory landscape across the EU provides too many incentives for
regulatory shopping, i.e. it “enables individuals, organisations and their financial inter-
mediaries to carry out illegal activities where supervision and enforcement are deemed
weaker and/or more lenient”®? Alternatively, as aptly summarized by one interviewed
EU official (Interview 8): “The authorities in the MSs have to be really consistent
because if you can have different interpretations of rules, then cooperation does
not work.”

The adoption of new EU CTF measures in the form of directly applicable Regulations,
including rules and requirements imposed directly on obliged entities, could eliminate
many of the legal transposition issues that accompanied the previously common use
of Directives, which need to be implemented by MSs. Previous studies, however, offered
additional explanations for the EU MSs’ imperfect implementation and transposition
record. There are several explanations for the imperfect implementation record. For
example, according to the Howell & Co. report commissioned by the European
Commission, some reasons are structural, resulting from the slow speed of political
and administrative planning processes in EU MSs and problems integrating new leg-
islation into existing laws. A related complicating factor, both at the national and the
EU levels, is the institutional complexity of initiatives to fight TE. At the national level,
responsibilities for CTF issues are often spread across four or five ministries, and
coordinating mechanisms are not always effective. In addition, CTF policies are
enmeshed in broader issues, such as international military and security issues or
financial integrity issues, which often involve input for both policy formulation and
execution from the private sector (see above). Coordination, therefore, “has not only
to be within the public and private sectors but between sectors as well. This at least
doubles the complexity of the situation”® Moreover, according to Miller-Wille, the
problem of managing complexity is compounded by the legal limits to the exchange
of information between agencies, the secretive character of security and intelligence
services, as well as competition and distrust between various institutions, both at the
national and EU levels.**

In this context, it is important to stress that implementation of EU policies is a
process that goes beyond the initial stage of the legal transposition of the EU law into
national legislation—the subsequent practical application of the respective new mech-
anisms by national authorities, and in case of CTF also the private sector obliged
entities, is at least as a crucial part of the implementation process. While specific data
on the actual policy outcomes of the EU counterterrorism policy is often lacking, the
available academic studies have revealed that when it comes to the practical use of
transposed EU legal measures and cooperation through EU agencies, promises and
public rhetoric of national and EU politicians are one thing, and the deeds of national
counterterrorism agencies are quite another thing. The national experts’ reluctance to
use EU networks and mechanisms is primarily due to the traditional practitioner’s
preference for more established bi- and multi-lateral channels; significant variations of
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MSs’ cultural and legal traditions in the security field; bureaucratic and technical
blockages due to administrative weaknesses of especially the smaller MSs that are
compounded by coordination problems between various government ministries, national
security structures and local agencies involved in counterterrorism; as well as due to
the lack of a shared perception of the terrorist threat across EU MSs.% As also noted
by one interviewed EU official (Interview 8), “[t]here is a larger problem of different
cultures of information sharing. In the past, it seemed almost like there was a problem
that in different MSs, there are different types of financial intelligence - administrative,
law enforcement, and sometimes I would say even intelligence-led. And they also have
different competencies.”

Major Challenges Not Addressed by New EU CTF Measures: An Incomplete
Cognitive Shift?

All of the aforementioned revisions of the EU CTF framework concern only the pre-
ventative risk-based approach that aims at the prevention of TF by the setting of
specific obligations for financial institutions and certain non-financial institutions and
professionals. In contrast, as briefly acknowledged by the Commission, “the current
reform does not touch aspects pertaining to investigations and prosecutions of criminal
cases, nor freezing/confiscation of criminal assets”® In other words, as also confirmed
by the interviewed EU officials (Interviews 6 and 8), there will be no changes per-
taining to the repressive aspects of the EU CTF framework. Although the Commission
asserted that “planned changes to the preventative framework will contribute to the
quality and relevance of the information provided to law enforcement authorities and
increase the rate of transaction freezing in view of the opening of a case,%” the sole
focus on a preventative risk-based approach is far for ideal given a number of short-
comings of the repressive approach that have been documented in the extant literature.
Moreover, prior research also points to several important in-build shortcomings of the
preventative risk-based approach that the new EU CTF framework also does not
address.

Repressive Measures

First, the smart sanctions model may not be appropriate for addressing contemporary
terrorist financing. A key problem with the current blacklisting approach to CTF is
due to the fact that blacklists themselves are inherently both under- and over-inclusive.
This reflects the difficulties of providing accurate information precisely identifying a
particular party or entity as a sanctions target:

If a precise match with a government blacklist is required, targeted individuals and entities
might escape the controls due to minor variations in the names. Conversely, if not enough
rigor is applied in the matching process, the blacklisting system can easily be overwhelmed
by the number of false matches. A similar issue arises when common names appear on the
blacklist, generating a large number of unintended matches.%®

The false matches problem increases every year because “the designation lists of
those suspected of providing support to terrorist organizations in the UN, the European
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Union and particular countries (notably the USA) have grown so long and with so
many common names as to offer limited assistance and pose issues of due process
and enforceability.”®

Second, the current CTF blacklisting regime is neither smart nor targeted enough
because the same sanction measures are applied against the direct and primary targets
(such as Osama bin Laden) and against a party that only incidentally dealt with or
supported the real target of the program.”’ Moreover, if terrorists like Osama bin
Laden could recruit people willing to die on his behalf, he would have no problem
getting them to open bank accounts.”” The implication is that technological solutions
in the fight against terrorist financing “may be easily circumvented by mundane meth-
ods using the large pool of supporters attracted to the declared goals of a terrorist
organization” All they need to do is to add “to their “normal” pattern of financial
transactions ... a small monthly transfer to another account, using cash provided to
them anonymously””? It is, therefore, unsurprising that some experts have even argued
that there is “no independent evidence whatsoever that the blacklisting technique has
any significant effect on limiting terrorist financing,””> while others have pointed out
that the “political statement” blacklisting approach can actually make the task of tracing
money flows more difficult.”*

Third, it is important to note that practical implementation of the EU’s repressive
CTF measures has been repeatedly challenged in courts. Several cases challenged on
both legal and human rights grounds the fact that in the case of Al-Qaeda, the EU
simply adopted an external terrorist list that was established by the UN 1267 Committee,
whose listing/de-listing procedures the EU cannot control.”” A number of individuals
and entities that were placed on the EU’s autonomous terrorist blacklist established
by Common Position 2001/931/CFSP have also launched legal challenges, and in a
number of cases, the EU courts have ruled in their favor. In response, the EU was
forced to gradually reform its procedures for listing and de-listing. Most importantly,
whereas prior to the PMOI judgment of the European Court of Justice,”® no mechanism
existed for those proscribed to either receive an explanation for their inclusion or to
challenge that explanation, the list is now reviewed every six months and the Council
has to be informed via a “statement of reasons” of the specific information that forms
the basis for the Council Decision (14612/16). It is important to note, however, that
even these adjustments have not entirely stemmed the flow of new cases, as witnessed
in the Hamas and the Liberation Tigers of Tamil Eelam (LTTE) cases.”” Even the
European Commission acknowledged that further important unanswered questions
include the criteria that should be applied and the evidence that is needed for admin-
istrative freezing, the relation of administrative freezing to judicial freezing, seizure
and confiscation, and matters of due process.”®

Preventive Measures

First, the AML approach to CTF is too much based on US terrorist threat analysis at
the time of the 9/11 attacks. As such, it may not be an appropriate basis for the EU
CTF strategy:

[T]he problem is that the FATF reporting regime, especially the 9SR regime, promoted by
the EU is actually an OC [organized crime] regime, not a specific TF [terrorist financing]
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regime. This is because it is based on the model adopted by the U.S.A in reaction to the
9/11 attacks: The U.S. saw similarities between AQ [Al-Qaeda] operations and OC in the
U.S.A and adapted domestic instruments developed in the fight against OC. However, in
the absence of a fuller analysis, it is not certain that the threat in the U.S. can be compared
to the threat in the EU, whose domestic terrorist groups, in particular, do not appear to
fit into the same pattern.”

In other words, the FATF’s recommendations may well represent rather ineffective
CTF measures in the EU context because they are not specific to actual TF threats
in EU MSs. As also noted by an EU Commission official: “Not all MSs are exposed
to the same risk. So, naturally, also the contributions from the different FIU’s are not
the same” (Interview 8) This is not to deny that there can be substantial overlap
between money laundering and terrorist financing, especially in cases of pre-9/11
terrorism, but for many of the post-9/11 terrorist groups and lone wolves, the standard
organized crime concept of money laundering (“dirty” money coming into the ordinary
economy to be “cleaned”) may not apply. In fact, the pattern is often reversed:

A large lawfully earned sum is transferred to a state where the target is situated, where-
upon the sum is split into several working accounts used for preparing the terrorist act.
Even this pattern may be lacking where the active cell is homegrown and has its own
lawful sources of income. Their transaction records and account ‘profiles’ here will show
few, if any, suspicious tendencies.*

As a consequence, the generally assumed CTF/organized crime analogy may not
only be misleading, but counterproductive. This is because terrorism, which generally
speaking seeks political objectives and money is therefore merely the means to an
end, differs significantly from organized crime, whose primary objective is the money,
or profit-making itself. Terrorist financing, therefore, differs from criminal money
laundering in several critical ways: the direction of the related financial transactions,
the tolerance for failure, the motivations of the participants, and the scale of the
activity to be suppressed.

Second, there is a general consensus that given the global nature of contemporary
terrorism, it is essential to ensure uniform international implementation of CTF mea-
sures. This is, however, inherently difficult given that the existing terrorist groups vary
in their organizational form and, thus, also in the ways they raise, store, and move
funds. Prior to 9/11, terrorism was financed on a national basis through criminal
activities (protection rackets, bank robberies, etc.); and/or on a transnational basis
through fundraising in states with sizeable diasporas for the armed struggle in the
“home” state; and/or through states funding foreign groups as proxies for the achieve-
ment of their own foreign policy goals. After 9/11, however:

[T]he advent of self-supporting ‘nomadic terrorist networks with global or regional, rather
than separatist, goals, such as al-Qaeda, has added a new dimension to the problem. A
nomadic group moves between jurisdictions and operates in different jurisdictions. It can
obtain its financing in one region, but carry out operations by means of active cells sta-
tioned in, or transferred to, another region.®!

It is, therefore, clear that one financial safe haven is enough to wrack any interna-
tional CTF efforts, whose strength and effectiveness are determined by the weakest
link in the international cooperation frameworks. In this context, it is important to
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reiterate that the actions taken by the EU and its MSs are just one of several parallel
multilateral CTF processes, which interact and overlap in numerous ways.

Third, even the Commission has belatedly recognized the growing phenomenon of
crude, small-scale, and low-cost attacks planned at short notice (European Commission
COM(2017) 608 final), which was also singled out by two interviewed EU officials
(Interview 1, Interview 2). In this context, it is troublesome that even the biggest
banks with the best-automated interdiction software acknowledge that some “leakage”
is inevitable: “Large banking institutions handle millions of transactions each day and,
despite state-of-the-art interdiction systems, frequent staff training and the institutions
best efforts, it is statistically inevitable that a large bank will have inadvertent violations
of [the] sanctions.”®* At the EU level, according to an interviewed Commission official,
“public prosecutors showed us that what is recovered is even less than what is invested
in the system” At the same time, however, the official argued that:

So, would you conclude that we should stop investing [in CTF measures]? No, because if
you stop investing then illicit activities are going to increase for sure. But how can we
make CTF more effective? I know the horrible consequences of attacks that cost a very low
amount of money. So, what can we do from the preventative side? My answer is really
better cooperation between FIUs and obliged entities, better sharing of information”
(Interview 8)

As discussed above, however, such cooperation has often been lacking thus far.

Fourth, in addition to the support for the CTF efforts of the UN and FATF, and
other international organizations such as the International Monetary Fund, the Council
of Europe or the Gulf Council, the EU also seeks cooperation with several key external
partners, in particular the United States. Crucially and controversially, the August 2010
EU-US Agreement on the Terrorist Finance Tracking Programme (TFTP) allows the
transfer to the US Treasury—“under strict data protection conditions” and “on a
case-by-case basis” pending verification by Europol “as to its necessity for fighting
terrorism”—of certain categories of data regarding bank operations stored in the ter-
ritory of the EU by a designated provider of financial payment messaging services.®
The Commission has also explored the pros and cons of setting up a similar EU-based
system. In 2013, it concluded that duplicating the TFTP would not be proportionate
or bring added value. In 2016, following the Paris and Brussels attacks, it called for
another assessment of “the possible need for complementary mechanisms to the TFTP
to fill possible gaps (i.e. transactions which are excluded from the EU-US TFTP
agreement — notably intra-EU payments in Euro - and may not be possible to track
otherwise)” (COM(2016) 50 final). This call, however, was not picked up in any of
the subsequent EU CTF reform proposals. Thus, in practical terms, according to an
official US review of TFTP, some 40% of the database searches performed by the US
Treasury between January 2016 and November 2018 were on behalf of EU MSs or
Europol. According to the review chair, “[tlhe EU has effectively deputized the US
Treasury to perform counterterrorism searches of European data,” thus bypassing the
need for a European version of the program and relying on the US to conduct sen-
sitive and controversial searches of European data”®* Concerns about data protection
were also raised regarding the new EU CTF framework, especially when it comes to
data sharing and data management both by the public FIUs and privately obliged
entities.®
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Fifth, the antecedent literature cautions that the proliferation of new counterterrorism
actors at the EU level should not be assumed uncritically as having, in principle, a
direct and substantial contribution to a more robust counterterrorism response in
practice. According to a report for the European Parliament assessing all of the EU’s
counterterrorism policies, there are already too many actors involved in the design
and implementation of this policy area. Moreover, their tasks at times overlap, thus
making it unclear who is in the lead.®® Similarly, as long as it is uncertain whether
extra layers of communication systems, databases, and practitioners’ meetings at the
EU level are really the recipe for superior results, it seems reasonable to argue that
more EU action does not necessarily always mean better when it comes to fighting
terrorism in Europe.’” These concerns were echoed by an interviewed Council Official
(Interview 4), who argued that “instead of establishing new agencies like AMLA, it
would be better to strengthen the mandates of already existing agencies, like Europol.
We need more actual financial investigations, not more analytics” Another interviewed
Commission Official confirmed that even within the European Commission, there was
a debate about alternatives to setting up a new EU agency, including Europol and
OLAF (Interview 6).

Main Findings

The recently adopted EU CTF reforms mark a significant step forward in the EU
efforts to fight terrorist financing. The new measures respond to long-standing criti-
cisms of insufficient coordination and inconsistencies among EU MSs, which have
hindered the effectiveness of previous CTF efforts. The establishment of the new EU
Anti-Money Laundering and Countering the Financing of Terrorism Authority, in
particular, represents an unprecedented step in the EU’s efforts to combat terrorist
financing. Before AMLAs founding, the EU’s CTF measures were fragmented, with
uneven implementation across EU MSs due to differing national practices and a lack
of centralized oversight. This fragmentation exemplified institutional inertia and path
dependency, which the creation of AMLA aims to overcome. As such, following
Andreeva’s conceptualization of a paradigm shift in EU counterterrorism, the estab-
lishment of AMLA can be seen as a response to critical junctures, notably the terrorist
attacks in Paris and Brussels and a series of high-profile financial scandals (e.g. Danske
Bank and Wirecard). These events highlighted the inadequacies of existing frameworks
and created the urgency for significant reform, breaking path dependencies in EU
CTF measures.

AMLA’ creation, however, also reflects a major, if belated, shift in the EU’s cognitive
frame via the recognition of the shortcomings of previously adopted EU CTF measures.
Specifically, the creation of AMLA signifies the EU’s recognition of the need for
stronger coordination and harmonization across EU MSs, aiming to close the gaps in
enforcement and ensure a more consistent EU-wide application of CTF rules. By
introducing a “single EU rulebook” and granting AMLA supervisory powers over
high-risk obliged entities, the EU seeks to tackle regulatory fragmentation, enhance
the monitoring of financial activities, and improve information sharing between public
and private sector actors. As such, the establishment of AMLA underscores an ide-
ational shift in the EU’s understanding of terrorism financing as a transnational issue
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requiring harmonized, cross-border solutions—from relying primarily on decentralized,
MSs-led implementations of AML/CTF rules to recognizing the need for at least some
supranational oversight.

This shift was aptly exploited by supranational policy entrepreneurs, especially the
European Commission, who played a crucial role in pushing for the establishment of
AMLA. They leveraged the aforementioned critical junctures and new cognitive frames,
emphasizing that the lack of consistent rules and enforcement mechanisms across MSs
that undermined the EU’s ability to combat terrorism financing effectively. At the same
time, however, they attempted to balance the need for EU-wide consistency with respect
for existing national structures, aiming to streamline coordination across the many
levels of CTF governance. AMLA, therefore, addresses the complexity of multi-level
CTF governance by establishing a centralized authority with direct supervisory powers
over high-risk obliged entities while maintaining roles for national Financial Intelligence
Units. As such, the creation of AMLA can be interpreted as a paradigmatic shift in
EU counterterrorism policy, embodying a transition towards a more centralized and
harmonized approach to tackling terrorist financing, driven by critical junctures and
facilitated by both ideational and institutional innovation. Its establishment marks a
clear departure from prior EU CTF practices by addressing their key deficiencies, such
as regulatory fragmentation, inconsistent supervision, and ineffective information
sharing.

However, despite the ambitious nature of the AMLA reform package, several key
challenges remain. The most pressing one is the ongoing issue of divergent national
practices, which has historically plagued all EU counterterrorism efforts. While the
AMLA aims to harmonize CTF approaches across MSs, ensuring that all countries
comply with the same high standards, differences in legal frameworks, institutional
capacity, and national enforcement priorities will likely continue to pose major obsta-
cles. The history of delays in the transposition of EU legal CTF measures at the
national level, which goes beyond the mere legal transposition, suggests that ensuring
uniform implementation will remain a complex and ongoing challenge. Moreover, the
new EU CTF measures will continue to face several difficulties in addressing specific
operational challenges, such as defensive overreporting and de-risking by obliged
entities from the private sector. When financial institutions submit large volumes of
STRs to avoid penalties, they strain national FIUs, potentially burying genuinely sus-
picious activities under an avalanche of false positives. While AMLAs oversight role
could improve the quality of reporting, the success of this approach depends on how
effectively the new EU agency manages high-risk obliged entities and whether it can
balance the need for detailed scrutiny with the avoidance of overwhelming FIUs.
Similarly, the issue of de-risking—where financial institutions opt to cut off entire
categories of customers to avoid compliance risks—has yet to be fully addressed. This
practice, which disproportionately affects vulnerable groups, may continue unless the
new framework creates strong incentives for private sector obliged entities to manage
risks more effectively rather than simply avoiding them.

These limitations also highlight the ongoing need for further reforms integrating
preventive and repressive CTF measures. However, the EU’s recent ideational shift is
incomplete since the repressive aspects of the EU’s efforts to counter terrorist financing
and their numerous long-standing shortcomings and challenges remain unaddressed.
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Moreover, the EU’s increased reliance on the preventive, risk-based approach—while
essential for detecting and deterring terrorist financing—has several inherent limitations.
In particular, the emphasis on financial surveillance and customer due diligence may
not always capture the complexities of modern terrorist financing methods, particularly
in the case of low-cost attacks. Some terrorist groups and lone actors in Europe have
also increasingly relied on small-scale financial transactions that are difficult to dis-
tinguish from legitimate activities. This calls into question whether the EU’s focus on
large-scale financial monitoring will be sufficient to address the evolving nature of
terrorist financing, particularly as these methods become more sophisticated. As such,
it remains to be seen whether the AMLA reform package will generate enough positive
feedback by improving compliance among private sector obliged entities. Without
positive feedback from all relevant stakeholders, even the new AMLA will struggle to
demonstrate the added value of EU-level action in countering terrorist financing.
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