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1 Gui dance on Proliferation Financing Risk Ass
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The I sle of Man NRA con&lwuidek ftham Phedswnl Bawict i @

Whiteere have been no domestic or international PF
exposure identified in the NRA & sr oplre measrtia byl ebsehi endg
vulnerabilities identified as part of this include

q Ext en s irvees i ndoenn t cust omer base.
1 Mu Ftuir i sdictional/ compl ex ownership arrangen

1 Diversity of financial and professional ser
While the Island faces minimal direct exposure to
crobscsrder financi al activity that presents an oppo
of Man routinely handles inward and outward fl ows
jurisdictions and a variety of regulated sgamiong,,
manufacturing and ship and aircraft registries. Th

1 Transit of f unrdiss K isntkeetde st oarmd gsht at es of conc
1 Evasion of sanctions through complex struct

1 Layering and integration through |l egitimate
The NRA outlines &Gofwi haecial espét Mmncan Be* *expl oi t
transnational proliferation network by providing a
across all sectors to detect and disrupt transact.

overseas.

*The Isle of Man NRA uses the Royal United Services I nstititee (R

scale range i s: Hi gh; Medi um Hi gh; Medi um; Medi um Low; and Low.
**A malign actor is an individual, group, or state enti tdyeisghetd d
under mine | aws, destabilise societies, or attack institutions.
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Backgr-ound:: Un a
Prol-1 fierat- o

PF, | i ke Money Laundering (ML), relies on the obfu
to beneficial ownership,-upaymentSi mouaesyantdi Keuéd&ee
i nvolves a |linear money trail that facilitates fur
features with other forms of financi al cri me, PF i
presenting its own distinct risks across the gl obas
To date, there is no universally recognised defini
definitions of both havé been provided by the FATF

AWwMD prol i oee&déerento the manufacture, acqui si

t rasnhsi pment, brokering, transport, transfer,

weapons and their means of del i very-uasmed trealhatd

and dwval use gobegi usmat é opunpases), [ n contr

applicabl e, i[nternational obligations.

“"Prol i ferati oneffernsantcao ntgh'e act of raising,

assets or other economi c resources, or financ

poses of WMD prol i feration, [ncluding the

(I ncl udi ngskeotecdwmal ows € sgaoads @&ganrt i mar e

venti on of national [ aws or, where appl i cabl e
't should be -mod egloddhsaatanmd attechnol ogi es are items
military purposes. The consol i duastee d tleinsst tohfats trreagtue
authorisation camvbe kf duebdsidre t he

[ ]
L
[ ]
CHEMICAL BIOLOGICAL NUCLEAR

1 FATIRGui dance on Proliferation Financing Risk Assessment and Mit

2 https://www. gov. uk/ gov-etr narea@icminlllriiesdtest oi nosnosl /i Udesfdt terda 4me ¢ ii-at nad wal s-e

it etmsate queixrpe@utt hor. sati on

C
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http://www.gov.uk/government/publications/uk-strategic-export-control-lists-the-consolidated-list-of-strategic-military-and-dual-use-items-that-require-export-authorisation
https://www.gov.uk/government/publications/uk-strategic-export-control-lists-the-consolidated-list-of-strategic-military-and-dual-use-items-that-require-export-authorisation
https://www.gov.uk/government/publications/uk-strategic-export-control-lists-the-consolidated-list-of-strategic-military-and-dual-use-items-that-require-export-authorisation

Backgr-ound:: Un a
Prol-1 fierat- o

PEFE Stages

PF activities can generally be broken down into di
Security has identified and documented three stage
materials and tecHfbeodyapramubemewtil |l ustrates th
from raising funds to paying for goods and service

PROGRAM MATERIALS AND
FUNDRAISING TECHNOLOGY
PROCUREMENT
A proliferating country The proliferating state The proliferating state or
raises financial moves assets into the its agents uses these
resources for in-country international financial resources for
costs. system, often involving procurement of materials
a foreign exchange and technology within
transaction, for trade the international financial
urposes.
) purp ) system. )

While these
financi al cr
addresses th
how a jusiPE@
supply chain

Di rect PF

hree stages provide a useful framewor
me , PF remaind 2024 i paper toncomeeptit sk
s and splits PF i ATli ¢ woi rcartye goati egar
atieadnri sk is not only created througt
, but also indirectly, via various f ac

Direct PF relates to the financi al producdenaintdi se
goods and technologies. While this refers to produ
covered by the®EWEUpPe&onWYoil omated Contr ol List, ar
goods and tephmdl égp&mIdiTagivee creates a challenging

bel-olwr e chrodyd ar ea t h &t ree gjudraitsedi csteicamr s must navi ¢

Al ongside this, the difficulty of direct PFcharegitn
financi al products, services and strategies that a
|l sl e of Man has not had any known exposure to dire
the United KUKpdmmst recent PF National® Risk Asses

Case Study 1: Direct Rrsecunemsntf rofm DudlK Company

This case involved a UK company that was an exgert
potential. A second company, based in a foreign ju
i ntention of purchasi ng-utsteesd elmsgh Tshppee diufyiea a tsipeerc i d
these items was t emidantarriyb wptreojteocta imonn ar@&a that
boundari es.

3https://www. cnas. or g/-bubaindnauncigl-ecnasit heeoap dmiatstbe st r tpatoildrf.er at i on
4 RUSIGuide to Conducting a National Proliferation Financing Ri sk
5HM Treasury: National Ri sk Assessment of Proliferation Financior

|s-|engqn ) ) of ficial
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https://www.cnas.org/publications/reports/the-financing-of-nuclear-and-other-weapons-of-mass-destruction-proliferation

Backgr-ound:: Un a
Pr ol fer at.:

Customer due diligence conduct
revealed a complex financial s
erseas companies with [
ioned, the buyer justifie
|l ient/ agent confidenti al
ct to bef drmed cfirad mh W haat rigg
ess interests. While not
tabl erbuosiocess so the UK
tigate further. By not f|
cious, the exporter had wu
PF risk.

became evident only when
he technical requirements
saction was conducted by His Majesty's Reve
oms (HMRC), which revealed the true intention
e f
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Observatifhiosnn case highlights the [ mportance of cond
di |l i gence, particul arly when [t relates to forei gr

ThemeBudlse |1 tems, L-&get B matleseemn 8Enld ent Confidenti a
Diligence, Financial Structures.

O —TwT SO —

i
ad destined or a military project controll ed
i ons.

® O+~ 35 —~*Ww

l ndirect PF

|l ndirect PF covers a broad range of activities tha
proliferation. Unlike direct PF, indirect PF can &L
bet ween the act of financing proliferation and t he
fundraising by proliferators, or supportive partie
funds can stem from both Iicit and illicit actiuwvit
prevention, suppression and disruption of indirect
I'1licit Fundraising Actili¢cit®wsFundraising Act
Fraud Charitable Donati on
Cybertheft Government Funding
Arms Traffickinp Sal e eNucNoenar Military E
Il 1l egal Wildlife|l Trade Sale of Natural ResoO
Drugs Smuggling Foreign/ Commercial Ti
Forgery Legitimate Business (resta
*Note: This [ist of [icit and i/ /licit PF fundraising RRapévstbps!
and RUSI
6.https: [/ /[-gvawfwi. fart d/ c o nd aefnit// rdeapy RIS 6 ¢ trEpVoapssiSeme mes . pdf . cor edownl oac
7 https://static.rusi.org/ 20190513 guide_to_conducting_ _a_national
Isle of Man ) ] Of ficial
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https://www.fatf-gafi.org/content/dam/fatf-gafi/reports/Complex-PF-Sanctions-Evasions-Schemes.pdf.coredownload.inline.pdf
https://static.rusi.org/20190513_guide_to_conducting_a_national_proliferation_financing_risk_assessment_web.pdf

Backgr-ound:: Un a
Prol-1 fierat- o

The identification of proliferator involvement <can
i ntermediaries within a PF network. These will wvar
businesses (e.g. sheplalr tcyo mpuarniisedsi)c tainodn st.hiTrhde | ar ge
net works become, the greater the chance that compa
i n accidental indirect PF.

For the I8 lreegoufl aMaend sectors, it is these transnat
within them (banking, insurance, TCSPs and VASPs)
case study, again ®@xPFabaedohabmRi bk 8&sessment 20
Man company could be %involved in indirect PF.

Case Study 2: I ndirect Exposure
i nvol vement of designated entiti

This case involved an internat
lts customer, the |l eading ship
attempted to transfer funds, v
no-designated Egyptian shipping
company. T r
been provid
designated
i nternation
concerns, t
bank. This
Egyptian co
i ndicated t

i

a

e payment was in
d by the Egypt-ian
ul k carrier. Whil e
I bank Had emsdtolidde
e transaction was
ction was based on
pany to a North Ko
e Nort h -tkionmee, a ne nebnet
the Egyptian comp
y for the North KofT

empl oyees
front comp

f the transaction had been all owed to progress, i
he North Korleiamk etna iittys state of origin. The Demo
nternationally recognised high risk jurisdiction
hreat to gl obal non proliferation efforts.

b

servatlThiosn case highlights the effort that prolif
and the indirect PF exposure that results fdomwt hi
your cwsepmems and broader due diligence checks th
ensuring that they are applied with appropriate ri

ThemeSancti onFEeasi and Shell Companies, Foreign 1In
Il ndirect Paymef#Ptr oMatilreadd,i nMorSt ate I nvol vement .

8 HM Treasury: National Ri sk Assessment of Proliferation Financior
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As described by the North Atlantic Treaty Organi z
systems by malign actors could have incalcul abl
critical component of efforts ttbomacoaomphi ghobh
such as the United Nations (UN) Security Counci

counter PF.

UN Security Council| ReFTbéuvWNomwas (UNSC&HRaeUced t hree
directly appl {°The pmpl emenaatbon of these resoluti
ndi viduals or those acting on their behalf, i s me
t a UN member state, as a Crown Dependency its i
|l igations are therefore extended to the |Island.

S

[
e
i
I

i
no
ob
UNSCR 1540 r2004)s members -sbapeohbhtcbbt
manufacture, acquisition, possession,
states must establish, develop, review

and servi cfeisnamaicrhg,asrel ated to the export
contribute to WMD proliferation.

UNSCR 1718 i(mpo@a®)sar ms embargo, assets freez
i nvol ved i&n ntuhced elaRRKpr ogr amme . Il n addition
exports, to prohibit the DPRK from conduct

UNSCR 2231 ehdwrs)es the Joint Comprehensi
previous sanctions measures and establ
l r@annucl ear progr amme.

FATF Recommenldhada iFoATE Recommendati ons are recogni s
money |l aunderingefAML) stcdumtaerc i-pnrgo | (i TeFr)a tainodn cfoiunna
efforts. Four of the 40 Recommendations outli-ne t
Targeted FinancThRhS$) Sawlkitc o nar € PFummari sed bel ow:

Recommendart equni des countries, finantiahntchna
businesses and professionals, v-protiat asgaq
i denti fy amd s&sss eofs ptohhe nd mpll emeeada ah e ® n -Tol
and to take action to mitigate them.

Recommend@t equnires countrefesecoopetai nopl an(
of the relevant authorities to combat ML,

Recommendaof onh& FATF Standards requTF8smaod:q
under UNSCRs.

Recommendatrieogmilrbes countries

to conduct a
mitigation in respect of wvirtu

al asset act

9 htt s:/ / www. nawenl.oi/ ite/t ea i-dednfcdeen c e / wémeapda st r uct i on
10Detailed breakdowns of UNSCR 1540, 681 Mle8 sande:2231 are availabl e
https://main.un.org/securitycouncil/ en/content/resolutions
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https://www.nato.int/en/what-we-do/deterrence-and-defence/weapons-of-mass-destruction
https://main.un.org/securitycouncil/en/content/resolutions-0

FATF | mmedi at eTOet FAMé&ESsS 1 mmedi ate Outcomes are a S
adopted to assess the e&faML]i VEMEsandf CRFjuilThedobbi
these measures is to protect financial systems anc
PF. Out of the 11 i mmediate outcomes, only one dir
| mmedi ate oudrcomat dd that persons and entit
WMD are prevented from raising, moving an
UNSCRs.
Through export controls, travel bans, targeted fir
international standards, the UN and FATF aim to di
centr al part of the international framework to pre
is therefore critical that the I sle of Man remai ns
Isle of Man ) ] Of ficial
Financial Intelligence Unit Page 8
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ferat 0
Threat

Despite comprehensive international and -tnaartg eotnead is
and export controls, some states of proliferation
to fund their WMDipr dger amméseved through complex p
schemes, -W|pt)lmss>1ratalaefofr| Isitaatteed act ors evading sanct.i

deceptive strategies. While not an exhaustive | i st

termedi aries enlisted to handle component

l-f uri sdictional pat hways etgal|l @aapiotnaljiuse sda

scuring Beneficial Ownership I nformation

ing new technologies to avoid detection.

pl oitation of maritime and shi-ppengqastect

As identified in the Isle of Man NRA, sanctions eV
persons and entities are a common tactic employed
networks. While the UNSCRs formally designate the
I ran, ot her states, such as Russi a, China and Paki
Concern, asnadllfferas PF

The foll owing section provides examples of how PF
Proliferation Concern, could be conducting, or <cor

PF States

DPRK

As part o& 2m25 FAdgort that covered PF and sanctio
Net work recognised the DPRK as the most 'nderfibear
|l eadership of their Supreme Leader, Kim Jong Un, t
nucl ear weapons as an internati®@nsadr Wdiewalr.r eihlte r ed
subject to significant international sandtions sir
More recently, their public testing of I ntercontir
in the expansion of-TBIS$sTSheecsuer ietnyh aOocuendc irle sPtFri cti ons
mar ket ai med t o &diPsFr nett wiohr&k sDRRKI destabilise thei:
DPRK remains in an active state of proliferation ¢

Wi dely considered one of the most comprehensive ar

11
12
13
14
15

C

FAT-Eompl ex Proliferation Financing and Sanctions Evasion Schen
RUSIGui de to Conducting a National Proliferation Financing Ri sk
FAT-Eompl ex Proliferation Financing and Sanctions Evasion Schen
https://www.belfercentkenr oaiS-glp btkeas tccad ésodnfl inloe d h

U.S. TrBasuowgwal Proliferation Financing Risk Assessment (2024)
Isle of Man Of ficial

Financial Intelligence Unit Page 9
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https://www.belfercenter.org/publication/north-koreas-oct-9-nuclear-test-successful-or-failed

ferat 0
Threat

increasing its use of illicit methods to fUMhd | ®t1td
extent of this fundraising is unknown, the UN28ddu
and 2023, the DPRK generated over $3 billion, prin
and other-esadthgohst hods.
I n Iline with the evolution of modern armed forces,
specialised cyber units withinsopsimitiictaeyg. t €Ebéai
criminality across the cyber domain. While in no v
Spear-Phishin Social Custom
P 9 9 Engineering Backdoors h

*Note: Definitions for these techniques can be founa
By engalgymgi d nwarfare tactics, the DPRK has been a
i nternational sanctions.
The Lazarus Group, a prolific cybercrime organisat
most consequential -aand chkkisgh nv aliuwse oocwberis believed
DPRK cyber criminality. Active since at | east 2009
cyberespionage, financial theft and cyberwarfare.
exchanges and governments worl dwide that provide &
the global financial system.
During this extraction, a common strategy for grot
nodes for moving stolen funds back to the regi me.
of fshore I FCs, as well as their access to the gl ot
of PF networks. &tstatubeabsha of fbMaApnre | FC that e
potenti al DPRK targeting for PF exploitation
I ran
It is important to note that the internat. I ar
shaped by evolving | egal interpretations, geopol it

of UN mdIhhsiusr esseect i on &r ecfulrercetnst tuhned eFrisk andi ng as at
ongoing uncertainty and evolving dewepopmemlt s, WHR
programme.

l16https://ipdefensef orkuom.ecdosindeaPafo2nsSd niyd-b gid daidetiitvi t i es/ #: ~:text=Nort|
20cyber %20capabilities®%20have, stolen%20funds®»20through%20compl ex
l17https://www. cyfirmaaaoaotviioos seetainodress dp a-kR o athsa nckeé mi.s e/

Isle of Man of ficial
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https://ipdefenseforum.com/2025/05/north-koreas-shadow-economy-fueled-by-illicit-activities/#:~:text=North%20Korea's%20cyber%20capabilities%20have,stolen%20funds%20through%20complex%20networks
https://ipdefenseforum.com/2025/05/north-koreas-shadow-economy-fueled-by-illicit-activities/#:~:text=North%20Korea's%20cyber%20capabilities%20have,stolen%20funds%20through%20complex%20networks
https://www.cyfirma.com/research/dprk-sanctions-violations-in-cyber-operations-post-un-panel-demise/

ferat
Threat

Currently, wultimate authority in Iran rests with t
Corps (I RGC) acting as a highly influential force
i's no evidence of Iran or the | RGC possessing oper
around their intent and the timeline required to &
States, the UN , the EU and sexeral Western I es
pl aced region specific sanctio ar
to restrict Iran in their susp|l ng
I n response, | ran has adopted [§ i s n
bypass these sancti ons@ eiprealaudff
chanowaltsh ot her states. These (=2 B h
partners, such as China, ensurfp I ENE
the global financial system. T[
exports, funds are generated al I os
regdmetrategic projects, which D
programmes.
The I ranian shadow fleet is a for
trade by providing discreet ac i pPF
and foreign markets, particulaTrTrlTy 1T n regara 1o t he
transport ad i mpent rod| d urmanared ag eetdr lreodmct s. The fl eet
opaquely owned vessels that are used by I ran to ci
possible that vessels in this fleet have been, or
generate funds for proliferation devel wupmegto,odsr ail
technologies back into Iran
Recently, the region has experienceadyomwpnpai rogetwaeleant
Il ran resulted in the US intervening via Operation
struck, after which a ceasefire was brokered. Thi s
pr-emptively struck Il ran. The pri
operation (Operation EPIC FURY)
relevel oping its WMD arsenal
The Strait of Hormuz, a natur al
to gl obal energy mar kets, became
particularly as approximately 20
and liquefied natural gas®t¥rawel
tactical di sruption of this trad
significant i mpact on internatio
pl acing considerabl e pressure on
During the c¢crisis, global demand
significant reduction in supply.
that restricted crude from expor

https://www. eia.gov/ intteorpniactsi/owoarll/danQilly sTirsa/nsspietc iCGhlokepoi nt s
https://www.eia.gov/todayinenergy/detail.php?id=65584

Isle of Man Oof ficial

Financial Intelligence Unit Page 11
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https://www.eia.gov/international/analysis/special-topics/World_Oil_Transit_Chokepoints
https://www.eia.gov/todayinenergy/detail.php?id=65584
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obal markets and gain wider acceptance

nd operational necessity, firms faced an el evatec

n additiorm

tiomptohsiist,i olnr aonf a safe passage toll on

trait of Hormuz, payable via cryptocurrency, demc

mor e overt

use of di’Mhitsaldeawesled pmeéryt tfher tIReGC. hi g

osed By elxrpdmitation of emerging financial techno

enerati on.
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vent s ont i
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S50

osi ti

0
vasi n

e ongoing effortghtofmuedt omela ckarnoloen otf r ude ;

Whe | eothef olsdi e of Man has had no cri mi
an | FC and gl obal mar i ti me hub remai ns

efforts.

o f Proliferation Concern

Whil e North

P
c
a
R
a
t

R

't is internationally recognised that RussI

w
S

S
r
m

AWNPEFRLO
T Cl
| [ -

aki st an, al
| assi ficat.i

cquire develop or transfer WMD. As t
nd China, it is these jurisdidc
concerning any States of Prol
oif nMaoi al system.

ussi a
cti vi
he | s

< o -

t
|

ussi a

Korea and I ran have the status of PF s
so pose proliferation threats. States
on than PF States that is used to | abe

he Isl e of N
tions that F
i feration Cc

mai nt

eapons stockpiTe datéeéhetwerédis no evidence to su
|l ow down its WMD devel opment and the modernisatioc

and

Russia has -soal eomdalcead expludsi on since 199
Zemlya test sit®®Afongpodenthiat fomesei ¢t eshy
tructur e, Russia has also stepped back from
I

WMD mechani sms. This includeBe®Btaralr es

, which Russia revo’Rehde iG@TsBT apri o hiichaitti so na oy ti
ive devices and acts as a foundational compc
eration.

i nce &Ruisssvasi on of Ukraine in February 2022, Russ
esulting in the significant shr i?fksagaen oat ttehnep tre dc c
easur e, Russia has increassepgaengagemestchwi asv t he

www. f

=]
(2]

t . coma6428dos 2d60 DRI MEMDPSRB Yy.a6 =1

T
WWWwW. C

al Proliferation Financing Risk Assessment (2024)
Si s .-loa tgre wdnl-aclaayre & & tnfuucel-§eeasrs i n g
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https://www.ft.com/content/02aefac4-ea62-48db-9326-c0da373b11b8?syn-25a6b1a6=1
https://www.csis.org/analysis/russias-latest-nuclear-saber-rattling-nuclear-testing
https://press.un.org/en/2023/sgsm22022.doc.htm
https://cepa.org/article/russias-year-of-truth-the-missing-military-hardware/
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ferat 0
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its &tlacksas been suggested that, in return for th
weapon material or expertise could?es Heéiengvatrr a msf
continues and Russian arms stockpiles continue to
PF will accel erate.
This course of action hei géhtreemgultatee d i sse&kc todr & htee il rs
withimmed aPled transactional chain. Whi leen arbd ecda sPeFs al
currently known, other jurisdictions have identifi
sanctions evasion and the | everaging of frontusaead
good and téthnologies.
Chi na
Over the course of the | ast 5 year s,
hi story. Bet ween 2020 and 2025, repo
from 300 to 600 warheads, making it
This places China in a position of
economic power, underpins a gl obal i
l evel of independence and perceived superiority th
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https://www.iiss.org/globalassets/media-library---content--migration/files/research-papers/2025/09/pub25-094-tracking-the-components-of-missiles-and-uavs-used-by-russia-in-ukraine.pdf
https://www.iiss.org/globalassets/media-library---content--migration/files/research-papers/2025/09/pub25-094-tracking-the-components-of-missiles-and-uavs-used-by-russia-in-ukraine.pdf
https://platform.opennuclear.org/thoughtroom/external-contributions/russia-the-iran-nuclear-programme-and-the-degradation-of-non-proliferation-norms-and-tools
https://platform.opennuclear.org/thoughtroom/external-contributions/russia-the-iran-nuclear-programme-and-the-degradation-of-non-proliferation-norms-and-tools
https://finance.ec.europa.eu/document/download/ae2e63e2-4c4d-4f77-9757-c408ddbcede1_en?filename=240924-preventing-russian-export-control-sanctions-evasion%20.pdf
https://finance.ec.europa.eu/document/download/ae2e63e2-4c4d-4f77-9757-c408ddbcede1_en?filename=240924-preventing-russian-export-control-sanctions-evasion%20.pdf
https://www.csis.org/analysis/parading-chinas-nuclear-arsenal-out-shadows
https://www.researchgate.net/publication/345436280_Sino-Iranian_Oil_Investment_Current_Status_Analysis_and_Countermeasure_Research
https://www.researchgate.net/publication/345436280_Sino-Iranian_Oil_Investment_Current_Status_Analysis_and_Countermeasure_Research
https://www.uscc.gov/sites/default/files/2026-03/China-Iran_Fact_Sheet_A_Short_Primer_on_the_Relationship.pdf
https://www.bruegel.org/analysis/what-war-iran-means-china
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https://www.kcl.ac.uk/news/north-koreas-proliferation-illicit-procurement-apparatus-within-china
https://undocs.org/S/2021/211
https://c4ads.org/blogposts/against-the-grain
https://publications.parliament.uk/pa/cm201919/cmselect/cmfaff/109/109.pdf
https://news.un.org/en/story/2023/06/1137492
https://www.cwccoalition.org/events/anniversaries/tokyosubwaysarinattack30th/
https://ctc.westpoint.edu/reevaluating-al-qaidas-weapons-of-mass-destruction-capabilities/
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