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1. Executive Summary

Union restrictive measures are binding on any person or entity under the jurisdiction of EU Mem-
ber States, and their violation might constitute a criminal offence. Although restrictive measures
are set at the EU level, there are significant differences in the way competent authorities expect
financial institutions to comply.

Divergent expectations by competent authorities of the internal policies, procedures and controls
financial institutions put in place for restrictive measures make it difficult for financial institutions
to adopt an effective approach. They expose financial institutions to legal risks and reputational
risks and can undermine the implementation of the EU’s restrictive measures regimes. Ineffective
approaches to compliance with restrictive measures can also lead to consumer detriment, as le-
gitimate customers may be denied access to their funds or fall victim to unwarranted de-risking.

To address these challenges, the EBA issued two sets of guidelines that set common EU standards
on the governance arrangements and the policies, procedures and controls financial institutions
should have in place to be able to comply with restrictive measures.

One set of guidelines, EBA/GL/2024/14, is addressed to all institutions within the EBA’s supervi-
sory remit. It contains provisions that are necessary to ensure that financial institutions’ govern-
ance and risk management systems are sound and sufficient to address the risk that they might
breach or evade restrictive measures.

A second set of guidelines, EBA/GL/2024/15, is specific to payment service providers (PSPs) and
crypto-asset service providers (CASPs) and specifies what PSPs and CASPs should do to be able to
comply with restrictive measures when performing transfers of funds or crypto-assets.

Next steps

The guidelines will be translated into the official EU languages and published on the EBA website.
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2. Background and rationale

2.1 Background

1. InJuly 2021 the European Commission issued a legislative package with four proposals to reform
the EU’s legal and institutional anti-money laundering and countering the financing of terrorism
(AML/CFT) framework. The legislative package included a proposal for a new Regulation (EU) on
information accompanying transfers of funds and certain crypto-assets. Regulation (EU)
2023/1113 (‘FTR’) was adopted on 9 June 2023 and applies from 30 December 2024.

2. Article 23 of the FTR requires the EBA to issue guidelines on internal policies, procedures and
controls to ensure the implementation of Union and national restrictive measures when per-
forming transfers of funds and crypto-assets under this Regulation.

3. Union restrictive measures are binding on any person or entity under the jurisdiction of EU
Member States, and their violation might constitute a criminal offence. Restrictive measures ap-
plicable to financial institutions comprise:

a. targeted financial sanctions; and

b. sectoral measures, e.g. economic and financial measures?.

4. Inits 2021 Communication?, the Commission notes that the implementation of Union restrictive
measures is ‘not as uniform across the EU as it ought to be’.

5. The EBA in its 2023 Opinion on ML/TF risks affecting the EU’s financial sector® confirmed that
significant differences exist in relation to:

a. The way in which supervision of the internal policies, procedures and controls financial institu-
tions have put in place to comply with restrictive measures is organised.

Irrespective of the institutional set-up, the EBA found that in practice, both AML/CFT and
prudential supervisors assess institutions’ control framework in some Member States,
whereas in other Member States, no financial services supervisor currently assumes this role.

b. Setting supervisory expectations in relation to institutions’ internal policies, procedures and
controls to comply with restrictive measures.

! Directive (EU) 2024/1226 of the European Parliament and of the Council of 24 April 2024 on the definition of criminal of-
fences and penalties for the violation of Union restrictive measures and amending Directive (EU) 2018/1673, OJ L,
2024/1226, 29.4.2024.
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EU regulations on restrictive measures do not prescribe how finan-

cial institutions should comply with restrictive measures regimes, but the European Commis-
sion, in a 2021 Opinion*, highlights the need ‘to put in place the required due diligence proce-
dures and conduct the appropriate checks in order to avoid breaches of the Regulation’. Ac-
cording to the Commission, these procedures include screening, risk assessment, ‘multi-level
based due diligence’ and ongoing monitoring. The EBA found that supervisory expectations
and approaches to supervising the implementation of internal policies, procedures and con-
trols for compliance with restrictive measures are not consistent across Member States and
they are not always set out in guidance.

c. The quality of institutions’ internal policies, procedures and controls to comply with restrictive
measures.

Information provided by supervisory authorities suggests that weaknesses exist in relation to
institutions’ internal governance, screening systems and risk management systems. Conse-
quently, not all institutions understand or address their exposure to risks associated with re-
strictive measures.

6. Divergent approaches by competent authorities make the adoption by financial institutions of
an effective approach to compliance with restrictive measures regimes difficult. Weaknesses in
internal policies, procedures and controls expose financial institutions to legal risks, reputational
risks and the risk of significant fines for non-compliance. Together, they undermine the effec-
tiveness of the EU’s restrictive measures regimes and affect the stability and integrity of the EU’s
financial system. Ineffective approaches to compliance with restrictive measures can also lead to
consumer detriment, as legitimate customers may be denied access to their funds or fall victim
to unwarranted de-risking.

2.2 Rationale

7. The mandate in the FTR is not sufficiently broad to address wider internal systems and controls
issues and ensure the effective management of legal risks relating to the violation of Union re-
strictive measures.

8. To nevertheless comprehensively address the issues it identified, the EBA decided to issue two
sets of guidelines that set common EU standards on the development and implementation of
policies, procedures and controls for the implementation of restrictive measures.

9. One set of guidelines® are own-initiative guidelines under Directive 2013/36/EU, Directive (EU)
2015/2366 and Directive 2009/110/EC. They address all financial institutions within the EBA’s
supervisory remit and specify the governance arrangements and internal policies, procedures
and controls these financial institutions should have in place to be able to comply with restric-
tive measures.

> EBA/GL/2024/14
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10.A second set of guidelines®, which fulfil the mandate in the FTR, is
specific to payment service providers (PSPs) and crypto-asset service providers (CASPs) and
specifies what PSPs and CASPs should do to be able to comply with restrictive measures when
performing transfers of funds or crypto-assets.

2. Guidelines EBA/GL/2024/14 provide that financial institutions should:

a. putinplace, implement and maintain up-to-date policies, procedures and controls for
compliance with restrictive measures;

b. have a sound governance structure where responsibility for compliance with restric-
tive measures is clearly allocated;

c. carry out a restrictive measures exposure assessment, which should inform institu-
tions’ decision on the types of controls and measures they need to apply to comply
effectively with restrictive measures. A restrictive measures exposure assessment
does not remove or undermine the rule-based obligation for all natural or legal per-
sons in the Union to freeze and not make funds or other assets available, directly or
indirectly, to designated persons or entities. It does, however, enable them to ensure
that their restrictive measures policies, procedures and controls are commensurate
with their restrictive measures exposure and specifically, to determine that all areas
have the resources necessary to ensure effective compliance with restrictive
measures.

11.Guidelines EBA/GL/2024/15 provide that PSPs and CASPs that carry out transfers of funds or
crypto-assets should:

d. choose a screening system that is adequate and reliable to comply effectively with
their restrictive measures obligations;

e. define the dataset to be screened against restrictive measures adopted by the EU on
the basis of Article 29 TEU or Article 215 TFEU and, where relevant, national restric-
tive measures;

f. screen information to:
i. verify whether a person, entity or body is designated;
ii. manage the risks of violation of restrictive measures; and

iii. manage the risks of circumvention of restrictive measures.

3. Institutions should apply provisions in both Guidelines in a manner that is effective and propor-
tionate to each institution’s nature and size, the nature, scope and complexity of its activities,
and its exposure to restrictive measures.

6 EBA/GL/2024/15
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4. Competent supervisory authorities should refer to both guidelines
when assessing the adequacy of institutions’ internal policies, procedures and controls for the
implementation of restrictive measures.

Interaction with other guidelines
12.The guidelines complement the following EBA guidelines:

e Guidelines EBA/2021/02 on customer due diligence and the factors credit and financial institu-
tions should consider when assessing the money laundering and terrorist financing risk associ-
ated with individual business relationships and occasional transactions (‘The ML/TF Risk Fac-
tors Guidelines’) under Directive (EU) 2015/849;

e Guidelines EBA/GL/2024/11 on information requirements in relation to transfers of funds and
certain crypto-assets transfers under Regulation (EU) 2023/1113 (‘The Travel Rule Guidelines’);

e Guidelines EBA/GL/2024/14 on internal policies, procedures and controls to ensure the imple-
mentation of Union and national restrictive measures;

e Guidelines EBA/GL/2024/15 on internal policies, procedures and controls to ensure the imple-
mentation of Union and national restrictive measures under Regulation (EU) 2023/1113;

e Guidelines EBA/GL/2022/05 on policies and procedures in relation to compliance management
and the role and responsibilities of the AML/CFT Compliance Officer under Article 8 and Chap-
ter VI of Directive (EU) 2015/849;

e Guidelines EBA/GL/2021/05 on internal governance under Directive 2013/36/EU;

e Guidelines EBA/GL/2019/02 on outsourcing arrangements, to be replaced by Guidelines
EBA/GL/XXXX/XX on sound management of third party risks;

e Guidelines EBA/GL/2019/04 on ICT and security risk management.
Next steps
13.These Guidelines apply from 30 December 2025.

14.As of 10 July 2027, internal policies, procedures and controls to ensure the implementation of
targeted financial sanctions will be regulated under Regulation (EU) 2024/1624 of the European
Parliament and of the Council of 31 May 2024 on the prevention of the use of the financial sys-
tem for the purposes of money laundering or terrorist financing.
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1. Compliance and reporting obligations

Status of these guidelines

1. This document contains guidelines issued pursuant to Article 16 of Regulation (EU) No
1093/2010’. In accordance with Article 16(3) of Regulation (EU) No 1093/2010, competent
authorities and financial institutions must make every effort to comply with these guidelines.

2. Guidelines set out the EBA view of appropriate supervisory practices within the European Sys-
tem of Financial Supervision or of how Union law should be applied in a particular area. Com-
petent authorities as defined in Article 4, point (2) of Regulation (EU) No 1093/2010 to whom
guidelines apply should comply by incorporating them into their practices as appropriate (e.g.
by amending their legal framework or their supervisory processes), including where guidelines
are directed primarily at institutions.

Reporting requirements

3. According to Article 16(3) of Regulation (EU) No 1093/2010, competent authorities must no-
tify the EBA as to whether they comply or intend to comply with these guidelines, or other-
wise with reasons for non-compliance, by [dd.mm.yyyy]. In the absence of any notification by
this deadline, competent authorities will be considered by the EBA to be non-compliant. Noti-
fications should be sent by submitting the form available on the EBA website with the refer-
ence ‘EBA/GL/2024/14’. Notifications should be submitted by persons with appropriate au-
thority to report compliance on behalf of their competent authorities. Any change in the sta-
tus of compliance must also be reported to EBA.

4. Notifications will be published on the EBA website, in line with Article 16(3).

7 Regulation (EU) No 1093/2010 of the European Parliament and of the Council of 24 November 2010 establishing a
European Supervisory Authority (European Banking Authority), amending Decision No 716/2009/EC and repealing Com-
mission Decision 2009/78/EC, (0J L 331, 15.12.2010, p. 12).

10
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2. Subject matter, scope and definitions

Subject matter and scope of application

5. These guidelines specify the internal policies, procedures and controls financial institutions that
are subject to regulation and supervision pursuant to Directive 2013/36/EU, Directive (EU)
2015/2366 and Directive 2009/110/EC should put in place in accordance with Article 74(1) of
Directive 2013/36/EU, Article 11(4) of Directive (EU) 2015/2366 and Article 3(1) of Directive
2009/110/EC to ensure the effective implementation of Union and national restrictive
measures.

Addressees

6. These guidelines are addressed to:

(i) competent authorities as defined in legislative acts referred to in Article 4, point (2)(i) of
Regulation (EU) No 1093/2010;

(i) competent authorities as defined in Article 4, point (2)(vi) of Regulation (EU) No
1093/2010 with regard to Directive (EU) 2015/2366 and Directive 2009/110/EC;

(i) financial institutions that are subject to regulation and supervision pursuant to Directive
2013/36/EU, Directive (EU) 2015/2366 and Directive 2009/110/EC.

7. Competent authorities that are responsible for assessing internal policies, procedures and con-
trols adopted by financial institutions to ensure the implementation of Union and national re-
strictive measures, according to the domestic legal framework, may refer to these guidelines
when assessing such internal policies, procedures and controls.

Definition
Unless otherwise specified, terms used and defined in Directive 2013/36/EU, Directive (EU)

2015/2366 and Directive 2009/110/EC have the same meaning in the guidelines. In addition, for
the purposes of these guidelines, the following definition apply:

11
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means Union restrictive measures as defined in
Article 2, point (1) of Directive (EU) 2024/1226
and national restrictive measures adopted by
Member States in compliance with their national
legal order (to the extent that they apply to fi-
nancial institutions).

Restrictive measures

3. Implementation

Date of application

8. These Guidelines apply from 30 December 2025.

12
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4. Guidelines on internal policies, proce-
dures and controls to ensure the imple-
mentation of Union and national restric-
tive measures

General provisions

1. Financial institutions should identify and assess which areas of their business are particularly
vulnerable or exposed to restrictive measures and to circumvention of restrictive measures. On
this basis, they should put in place, implement and maintain up-to-date policies, procedures and
controls to ensure that they can comply effectively with restrictive measures regimes.

2. These policies, procedures and controls should be effective and proportionate to the size, nature
and complexity of the financial institution, and to its restrictive measures exposure.

4.1 Governance framework and the role of the management body

3. Financial institutions should put in place a governance framework to ensure that policies, pro-
cedures and controls for the implementation of restrictive measures are adequate and imple-
mented effectively.

4. The financial institution’s management body should be responsible for approving the financial
institution’s strategy for compliance with restrictive measures and for overseeing its implemen-
tation through the policies, procedures and controls necessary to ensure the implementation of
restrictive measures. All the members of the management body should be aware of the expo-
sure of the financial institution to restrictive measures and its vulnerability to circumvention of
restrictive measures.

5. Where the business of the financial institution is directed by a single person, this person may
assign a senior manager to perform the function of the management body pursuant to para-
graph 4.

6. Where the financial institution is the parent undertaking of a group as defined in Article 2, point
(9) and point(11) of Directive 2013/34/EU8, the management body of the parent undertaking

8 Directive 2013/34/EU of the European Parliament and of the Council of 26 June 2013 on the annual financial state-
ments, consolidated financial statements and related reports of certain types of undertakings, amending Directive
2006/43/EC of the European Parliament and of the Council and repealing Council Directives 78/660/EEC and
83/349/EEC.

13
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should ensure that each management body, business line and internal unit, including each in-
ternal control function of subsidiaries of the group has the relevant information to be able to
comply with restrictive measures. The ultimate responsibility for compliance with restrictive
measures lies with each entity of the group.

7. Where a financial institution is the parent undertaking of a group, the management body of the
parent undertaking should ensure that the subsidiaries of the group perform their own restric-
tive measures exposure assessment, as set out Section in 4.2, in a coordinated way and based
on a common methodology, reflecting the group’s specificities.

4.1.1 The role of the management body in its supervisory function

8. The management body in its supervisory function should be responsible for overseeing and
monitoring the internal controls and governance framework the financial institution has put in
place to comply with restrictive measures to ensure that it is effective, pursuant to Section 4.3.

9. In addition to the provisions set out in the Guidelines EBA/GL/2021/05°, the management body
of a financial institution in its supervisory function should:

a. beinformed of the results of the latest restrictive measures exposure assessment, pur-
suant to Section 4.2;

b. oversee and monitor, through the internal controls function, the extent to which the
restrictive measures policies and procedures are adequate and effective, pursuant to
Section 4.3, in light of the restrictive measures exposure and risks of circumvention of
restrictive measures to which the financial institution is exposed and take appropriate
steps to ensure remedial measures are taken where necessary;

c. atleast once a year, assess the effective functioning of the restrictive measures com-
pliance function, including internal policies, procedures and controls, including the ap-
propriateness of the human and technical resources allocated to compliance with re-
strictive measures.

10.Where a financial institution is the parent undertaking of a group, the management body of that
parent undertaking should also perform all the tasks referred to in paragraph 9 at group level.
The ultimate responsibility for compliance with restrictive measures lies with each entity of the

group.
4.1.2 The role of the management body in its management function

11.In addition to the provisions set out in the Guidelines EBA/GL/2021/05, the financial institution’s
management body in its management function should:

a. ensure thatitis informed of the results of the latest restrictive measures exposure
assessment, pursuant to Section 4.2;

% Guidelines EBA/GL/2021/05 on internal governance under Directive 2013/36/EU.

14
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adopt an appropriate risk management framework and internal control system that is
sufficiently independent from the business it controls;

approve policies, procedures and controls that are proportionate to the financial insti-
tution’s restrictive measures exposure and adequate to ensure the financial institu-
tion’s compliance with restrictive measures;

ensure the effective implementation of the financial institution’s processes to comply
with restrictive measures;

implement the organisational and operational structure necessary to comply effec-
tively with the restrictive measures strategy adopted by the management body;
ensure that the human and technical resources allocated to the compliance with re-
strictive measures are appropriate and commensurate with the institutions’ exposure
to restrictive measures;

where operational functions of the compliance with restrictive measures are out-
sourced, ensure that these arrangements comply with Guidelines EBA/GL/2019/02%°,
and receive regular reports on the effectiveness of the system from the service provider
to inform the management body.

12.Where the financial institution is the parent undertaking of a group, the management body of
that parent undertaking should ensure that all the tasks referred to in paragraph 11 are also
performed at the level of subsidiaries and that policies and procedures put in place are aligned

with the group’s procedures and policies, to the extent permitted under applicable national law.

4.1.3

The role of the senior staff member in charge of compliance with restric-

tive measures

4.1.3.1 Appointing the senior staff member

13.Financial institutions should appoint a senior staff member in charge of performing the functions
and tasks set out in paragraphs 19 to 21. The management body should ensure that the senior

staff member has the knowledge and understanding of restrictive measures necessary to fulfil

their functions effectively.

14.The management body may assign this role to a senior staff member who already has other

duties or functions within the financial institution (such as the AML/CFT compliance officer or

the chief compliance officer) provided that:

a.

this is justified by the size and complexity of the financial institution and the outcome
of the restrictive measures exposure assessment;

this does not affect the ability of this senior staff member to carry out their duties or
functions effectively; and

10 Guidelines EBA/GL/2019/02 on outsourcing arrangements, to be replaced by Guidelines EBA/GL/XXXX/XX on sound
management of third party risks.
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c. this combination of tasks does not raise any conflicts of interest, such as conflicts be-
tween operational and control tasks assigned to this staff member.

15.The management body should allow the senior staff member to assign and delegate the tasks
stipulated in paragraphs 19 to 21 to other staff acting under the direction and supervision of the
senior staff member, provided that the ultimate responsibility for the effective fulfiiment of
those tasks remains with the senior staff member.

16.Irrespective of the institutional arrangements, financial institutions should ensure that:

a. the senior staff member can coordinate and cooperate effectively with internal con-
trol functions; and

b. the senior staff member is able to report and has direct access to the management
body in the management and supervisory function.

17.Where the financial institution is part of a group, the management body of the parent financial
institution should appoint a group-level senior staff member.

4.1.3.2 The role of the senior staff member

18.The senior staff member should develop, put in place and maintain policies, procedures and
controls that are adequate to ensure the financial institution’s compliance with restrictive
measures and proportionate to the financial institution’s restrictive measures exposure.

19.The senior staff member should:

a. take the measures necessary to ensure compliance with Section 4.2 on the restrictive
measures exposure assessment;

b. take the measures necessary to ensure compliance with Section 4.3 on effective re-
strictive measures policies and procedures;

c. provide regular and adequate information to the management body to enable it to
carry out its functions as defined in Section 4.1.1 and Section 4.1.2 Management in-
formation should at least include:

i)  changes to the financial institution’s restrictive measures exposure and the outcome
of the financial institution’s restrictive measures exposure assessment;

ii) changes to restrictive measures regimes and their impact on the financial institution;

iii)  statistics and information relating to:
= the number of alerts generated;
= the number of alerts awaiting analysis;
= the number of reports submitted to the relevant national authority competent for the im-
plementation of restrictive measures! and/or to the competent supervisory authority as
required by the applicable laws;

11
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= the average time between the true positive match and the report submitted to the rele-
vant national authority competent for the implementation of restrictive measures and/or
to the competent supervisory authority as required by the applicable laws;

= the value of frozen funds, frozen economic resources?? and the nature of those assets,
held at the financial institution;

iv)

vi)

vii)

information on human and technical resources and the adequacy of those resources
in light of the financial institution’s restrictive measures exposure;

deficiencies or shortcomings identified in relation to the financial institution’s re-
strictive measures policies, procedures and controls, including observations pro-
vided by competent authorities for the supervision of policies, procedures and con-
trols for the implementation of restrictive measures;

cases of violation and of circumvention of restrictive measures and the reasons for
those violation and circumvention;

proposals on how to address any changes in regulatory requirements or in restric-
tive measures exposure, or any deficiencies or shortcomings in the financial institu-
tion’s restrictive measures policies, procedures or controls that have been identified
and cases of violation and circumvention of restrictive measures that have been
identified.

report all violations of restrictive measures to the relevant national authorities compe-
tent for the implementation of restrictive measures and/or to the competent supervi-
sory authority as required by the applicable laws;

cooperate effectively and constructively with relevant national authorities competent
for the implementation of restrictive measures and competent supervisory authority
as required by the applicable laws.

20.Where the financial institution is part of a group, the group-level senior staff member should

assess the effectiveness of policies, procedures and controls for compliance with relevant re-

strictive measures across branches, subsidiaries, intermediaries, distributors and agents where

applicable. The ultimate responsibility for compliance with restrictive measures lies with each

entity of the group.

21.The senior staff member should oversee the preparation and implementation of the training

programme as specified in Section 4.4.

4.2 Conducting a restrictive measures exposure assessment

22. Internal procedures of financial institutions should cover the assessment of restrictive measures

exposure to understand the extent to which each area of their business is exposed to restrictive

measures and vulnerable to circumvention of restrictive measures.

2 see Article 2, point (5) and (6) of Directive (EU) 2024/1226.
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23.The restrictive measures exposure assessment should enable the financial institutions to iden-

tify and assess:

® oo T o

Q
—

which restrictive measures regimes apply to them;
the likelihood of non-implementation of restrictive measures;
the likelihood of circumvention of restrictive measures;
the impact of any breaches of restrictive measures; and

the following risk factors:

geographic risk, including:

where the financial institution conducts its business, i.e. the jurisdictions and
territories in which the financial institution is established or operates;

the extent to which those jurisdictions and territories are exposed to restric-
tive measures or are known to be used to circumvent restrictive measures;

origin and destination of transactions.

b) customer risk, including:

links of customers and, if applicable, their beneficial owners and controlling
shareholders, to countries for which restrictive measures are in place due to a
situation affecting this country, or known to be used to circumvent restrictive
measures;

the number of customers, type of customers and the complexity of those
customers, such as the issues with identification of the beneficial owner;
activity of its customer base, and complexity of the activity, including any links
to industries or sectors that may be subject to economic or any other restric-
tive measures, as well as frequency and types of transactions.

c) products and services risk, including:

the nature of the financial institution’s products and services;

the extent to which providing these products and services exposes the financial
institution to the risk of breaches of restrictive measures and circumvention of
restrictive measures.

d) delivery channels risk, including whether the use of intermediaries, agents, third par-

ties, correspondent banking relationships or other delivery channels creates vulnera-

bilities, including by:

limiting the visibility the financial institution has on the parties involved;

making the financial institution dependent on the screening processes of third
parties;

increasing the financial institution’s exposure to geographic risks because they
are operating, or based in, countries for which restrictive measures are in place
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due to a situation affecting this country or countries known to be used to circum-
vent restrictive measures.

24.The assessment referred to in paragraph 22 should be based on a sufficiently diverse range of

information sources, including at least the following:

a.

information obtained as part of the application of the financial institution’s customer due
diligence measures, in compliance with the provisions of Article 13 of Directive (EU)
2015/849;

information from international bodies, government, national competent authorities includ-
ing AML/CFT supervisors, financial intelligence units (FIUs) and law enforcement authori-
ties (LEAs), such as up-to-date typologies on the circumvention of restrictive measures;
information from credible and reliable open sources, such as reports in reputable newspa-
pers and other reputable media outlets;

information from credible and reliable commercial organisations, such as risk reports;
where this is available, an analysis of previous restrictive measures alerts concerning true
positive and false positive matches in order to identify situations where true positive
matches are most likely to occur.

25.When performing a restrictive measures exposure assessment, financial institutions should con-
sider whether retroactive screening of their customer database and past transaction records
could be useful and proportionate. This may be the case where the financial institution has iden-

tified or has reasonable grounds to suspect that its previous screening system was inadequate

or ineffective.

26.Financial institutions should ensure that their restrictive measures exposure assessment re-

mains up to date and relevant. To achieve this, financial institutions should review it at least

once a year and where necessary, update it. In addition, as necessary, financial institutions

should review their restrictive measures exposure assessment in the following situations:

a.

adoption of new restrictive measures and significant changes to existing restrictive
measures;

before providing new products, offering new product delivery channels, servicing new cli-
ent groups, entering new geographical areas;

significant changes to the institution’s activity profile, customer base, organisational
structure or business model;

identification of non-implementation of restrictive measures and circumvention of re-
strictive measures, which reveals the inappropriateness of the restrictive measures expo-
sure assessment;

deficiencies in existing restrictive measures exposure assessment as identified by the fi-
nancial institution or the competent authority responsible for the supervision of internal
policies, procedures and controls to ensure the implementation of Union and national re-
strictive measures.
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27.Financial institutions should document their methodology for conducting and reviewing their
restrictive measures exposure assessment and the outcome of that assessment and make them
available to their competent authority upon request.

28.Where the financial institution is the parent undertaking of a group, the group management
body should ensure that the subsidiaries of the group perform its own restrictive measures ex-
posure assessment in a coordinated way and based on a common methodology while reflecting
its own specificities.

4.3 Ensuring the ongoing effectiveness of restrictive measures poli-
cies, procedures and controls

29.To be effective, a financial institution’s policies, procedures and controls for the implementation
of restrictive measures should enable it to fully and properly implement all applicable restrictive
measures without delay.

30.Policies, procedures and controls should at least cover:

a. processes to ensure that the financial institutions have all up-to-date information con-
cerning the applicable restrictive measures;

b. processes to ensure the update of lists and requirements of applicable restrictive
measures as soon as they enter into force;

c. processes to ensure that the restrictive measures exposure assessment remains relevant
and up to date;

d. processes to ensure that policies, procedures and controls are commensurate with the
restrictive measures exposure assessment;

e. processes to ensure that restrictive measures policies and procedures are:

i. regularly reviewed;
ii. regularly amended and updated when and where
necessary;
iii. implemented effectively; and
iv. designed in a manner that they trigger needed ac-
tion once shortcomings are identified.
procedures for starting to investigate without delay all potential matches;

g. if there are true positive matches, procedures that trigger follow-up actions in order to
ensure compliance with the applicable restricted measures, including immediate rejection
suspension, or freezing, and reporting to relevant national authorities competent for the
implementation of restrictive measures or to the competent supervisory authority as re-
quired by the applicable laws within the timelines specified by those authorities or the ap-
plicable restrictive measures Regulation;

h. adocumented internal organisation that clearly sets out the tasks and responsibilities in
relation to restrictive measures, including when outsourcing;
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i. other aspects as specified in Guidelines EBA/GL/2024/15 on internal policies, procedures
and controls to ensure the implementation of restrictive measures under Regulation (EU)
2023/1113.

4.4 Training

31.Financial institutions should provide training to their staff members on a regular basis to ensure
that they are, and remain, aware of:

a. applicable restrictive measures;
b. the outcome of the restrictive measures exposure assessment; and
c. policies, procedures and controls to comply with applicable restrictive measures.

32.Training should be tailored to staff members and their specific role. It should be timely and ad-
equate to enable the financial institution to comply with restrictive measures. Within a group
this activity can be performed — fully or partially — by the parent company.

33.Financial institutions should document their training plan and stand ready to demonstrate upon
request to their competent authority that their training is adequate and effective.
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5. Accompanying documents

5.1 Cost-benefit analysis / impact assessment

As per Article 16(2) of Regulation (EU) No 1093/2010 (EBA Regulation), any guidelines and recom-
mendations developed by the EBA shall be accompanied by an impact assessment (IA), which anal-
yses ‘the potential related costs and benefits’. This analysis presents the IA of the main policy op-
tions included in the Guidelines on internal policies, procedures and controls to ensure the imple-
mentation of Union and national restrictive measures (‘the Guidelines’). The IA is high level and
qualitative in nature.

A. Problem identification and background

Restrictive measures are defined in Directive (EU) 2024/1226 of the European Parliament and of
the Council of 24 April 2024 on the definition of criminal offences and penalties for the violation of
Union restrictive measures and amending Directive (EU) 2018/1673. These measures have been
developed, and are still being developed, by Member States, the EU or other international compe-
tent jurisdictions to, notably, safeguard EU values, maintain international peace and security, and
consolidate and support democracy, the rule of law and human rights. However, this goal is ham-
pered by the fact that these measures are not applied uniformly within the EU and this lack of
uniformity can create situations where prohibitions are circumvented. It is also the EBA’s view that
financial institutions’ compliance with the implementation of restrictive measures differs across
Member States.

In this context, the EBA was given one mandate®3. The EBA decided to complement these guidelines
with own-initiative guidelines on wider restrictive measures systems and controls, as the mandate
in Regulation (EU) 2023/1113 may not be sufficiently broad to address these points.

B. Policy objectives

Being addressed to both financial institutions subject to regulation and supervision pursuant to
Directive 2013/36/EU, Directive (EU) 2015/2366 and Directive 2009/110/EC and their prudential
supervisors, these Guidelines will support the development of common practices related to restric-
tive measures and thus more effective compliance with restrictive measures.

These Guidelines aim to create a common understanding, among financial institutions, of adequate
policies, procedures and controls for the implementation of restrictive measures.

13 Article 23 of Regulation (EU) 2023/1113 mandates the EBA to issue guidelines on the internal policies, procedures
and controls PSPs and CASPs need to have in place to ensure compliance with Union and national restrictive measures
in the context of transfers of funds and transfers of crypto-assets.
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C. Options considered, assessment of the options and preferred options

Section C. presents the main policy options discussed and the decisions made by the EBA during
the development of the Guidelines on internal policies, procedures and controls to ensure the im-
plementation of Union and national restrictive measures. Advantages and disadvantages, as well
as potential costs and benefits from the qualitative perspective of the policy options and the pre-
ferred options resulting from this analysis, are provided.

The implementation of the restrictive measures is a legally binding requirement and is thus an ob-
ligation of results and not of means. Nevertheless, conducting restrictive measures exposure as-
sessments in the context of restrictive measures might be suitable to enable the institution to put
in place proportionate and effective policies and procedures and two options have been consid-
ered by the EBA in this regard:

Option 1a: Adding guidance on restrictive measures exposure assessment
Option 1b: Not adding guidance on restrictive measures exposure assessment

A restrictive measures exposure assessment serves to foster the institution’s understanding of
risks of non-compliance with restrictive measures and risks of circumvention of sanctions, accord-
ing to the activities and customers of a financial institution. Even though theoretically all the re-
strictive measures legally apply to all financial institutions, financial institutions can be more ex-
posed to some restrictive measures than to others (given for instance the area of operations of
institutions, or the type of products). This evaluation is thus a key and necessary prerequisite for
the effective compliance with restrictive measures.

This assessment is different from the AML/CFT risk assessment described in the EBA’s Risk Factors
Guidelines as the same elements can carry different risks from an AML/CFT and restrictive
measures perspective, although some synergies exist. For example, a jurisdiction may be associ-
ated with high levels of corruption and thus increased ML risk, but it may present very few risks
from a restrictive measures perspective. A need for clarification on this matter is, as such, neces-
sary.

Adding guidance on restrictive measures exposure assessment will be beneficial for supporting
the financial institutions when complying with the binding restrictive measures in place that ulti-
mately help to notably safeguard EU values, maintain international peace and security, and con-
solidate and support democracy, the rule of law and human rights. It is thus the EBA’s view that
the potential costs (for instance IT or compliance human resources expenses) incurred by financial
institutions by adding guidance on restrictive measures exposure assessment would be exceeded
by the benefits. For competent authorities, having access to clear criteria to assess the adequacy
of institutions’ restrictive measures exposure assessment and the associated increase in levels of
compliance will outweigh any costs associated with the supervision of such assessments.
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On these grounds, Option 1a has been chosen as the preferred option and the Guidelines will
include guidance on restrictive measures exposure assessment.

Within the EU, institutions are entitled to nominate, in the compliance area, a chief compliance
officer (‘CCO’) but also — where appropriate given the size and nature of the business —an AML/CFT
compliance officer. As mentioned previously, AML/CFT and restrictive measures areas are not com-
pletely aligned and the question on the need for institutions to appoint a staff member specifically
responsible for compliance with restrictive measures was raised. In this regard, two options have
been considered by the EBA:

Option 2a: Requesting institutions to appoint a senior staff member responsible for compliance
with restrictive measures

Option 2b: Not requesting institutions to appoint a senior staff member responsible for compli-
ance with restrictive measures

Appointing a dedicated senior staff member who will be responsible for compliance with restrictive
measures will be beneficial for enhancing the importance and visibility of this subject within insti-
tutions and will create one dedicated point of contact for all related questions, issues or projects.
Furthermore, instead of just assigning to a senior staff member the tasks related to compliance
with restrictive measures, assigning this staff member a specific responsibility in relation to this
compliance will naturally increase their implication and enhance the quality of their role of report-
ing to the management body and developing a framework for policies and procedures. The duty
assigned to this senior staff member will incur costs to institutions, but they are mainly implicitly
triggered by the institutions’ obligation of compliance with the restrictive measures; for instance,
the role of the senior staff member responsible for compliance with restrictive measures to ‘de-
velop, put in place and maintain policies, procedures and controls that are adequate to ensure the
financial institution’s compliance with restrictive measures and proportionate to the financial insti-
tution’s restrictive measures exposure’ would in any case need to be done by the institutions to
respect their obligation of compliance with the restrictive measures. In addition, the Guidelines
envisage some proportionality (the appointed senior staff member responsible for compliance with
restrictive measures could be a senior staff member who already has other duties or functions
within the financial institution — such as the AML/CFT compliance officer or the chief compliance
officer) and flexibility (the appointed senior staff member responsible for compliance with restric-
tive measures could assign and delegate their tasks to other staff acting under their direction and
supervision) possibilities allowing institutions to minimise the costs specifically linked with the ap-
pointment (and not with the tasks to be performed) of the senior staff member responsible for
compliance with restrictive measures. As such, the costs associated with the appointment of the
senior staff member responsible for compliance with restrictive measures are exceeded by its ben-
efits.
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On these grounds, Option 2a has been chosen as the preferred option and the Guidelines will
request institutions to appoint a senior staff member who will be responsible for compliance with
restrictive measures.

D. Conclusion

The development of the Guidelines on internal policies, procedures and controls to ensure the im-
plementation of Union and national restrictive measures is deemed necessary to support compe-
tent authorities as defined in legislative acts referred to in Article 4, point (2)(i) of Regulation (EU)
No 1093/2010, competent authorities as defined in Article 4, point (2)(vi) of Regulation No (EU)
1093/2010 for Directive (EU) 2015/2366 and Directive 2009/110/EC, and, financial institutions that
are subject to regulation and supervision pursuant to Directive 2013/36/EU, Directive (EU)
2015/2366, and Directive 2009/110/EC in the context of control, implementation and compliance
with restrictive measures.

For financial institutions, the costs associated with the implementation of the Guidelines will be
mitigated by the fact that the Guidelines will support them in their compliance with the restrictive
measures, which should reduce the risk of breaching the Regulation and the related fine probability.
The enhancement of compliance with the restrictive measures will help to notably safeguard EU
values, maintain international peace and security, and consolidate and support democracy, the rule
of law and human rights. Hence, these new Guidelines should achieve their objectives with accepta-
ble costs.

5.2 Feedback on the public consultation

See Section 5.2 Feedback on the public consultation of Guidelines EBA/GL/2024/15 on internal pol-
icies, procedures and controls to ensure the implementation of Union and national restrictive
measures under Regulation (EU) 2023/1113.
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4. Guidelines
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1. Compliance and reporting obligations

Status of these guidelines

1. This document contains guidelines issued pursuant to Article 16 of Regulation (EU) No
1093/2010. In accordance with Article 16(3) of Regulation (EU) No 1093/2010, competent
authorities, PSPs and CASPs must make every effort to comply with the guidelines.

2. Guidelines set out the EBA view of appropriate supervisory practices within the European Sys-
tem of Financial Supervision or of how Union law should be applied in a particular area. Com-
petent authorities, as defined in Article 4, point (2) of Regulation (EU) No 1093/2010 to whom
guidelines apply, should comply by incorporating them into their practices as appropriate
(e.g. by amending their legal framework or their supervisory processes), including where
guidelines are directed primarily at institutions.

Reporting requirements

3. According to Article 16(3) of Regulation (EU) No 1093/2010, competent authorities must no-
tify the EBA as to whether they comply or intend to comply with these guidelines, or other-
wise with reasons for non-compliance, by [dd.mm.yyyy]. In the absence of any notification by
this deadline, competent authorities will be considered by the EBA to be non-compliant. Noti-
fications should be sent by submitting the form available on the EBA website with the refer-
ence ‘EBA/GL/2024/15’. Notifications should be submitted by persons with appropriate au-
thority to report compliance on behalf of their competent authorities. Any change in the sta-
tus of compliance must also be reported to EBA.

4. Notifications will be published on the EBA website, in line with Article 16(3).

! Regulation (EU) No 1093/2010 of the European Parliament and of the Council of 24 November 2010 establishing a
European Supervisory Authority (European Banking Authority), amending Decision No 716/2009/EC and repealing Com-
mission Decision 2009/78/EC, (0J L 331, 15.12.2010, p. 12).
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2. Subject matter, scope and definitions

Subject matter and scope of application

5. These guidelines specify the internal policies, procedures and controls payment service pro-
viders (PSPs) and crypto-asset service providers (CASPs) should put in place to ensure the ef-
fective implementation of Union and national restrictive measures when performing transfers
of funds and crypto-assets as defined in Regulation (EU) 2023/1113 of the European Parlia-
ment and of the Council®.

Addressees
6. These guidelines are addressed to:

a. competent authorities responsible for supervising PSPs and CASPs for compliance
with their obligations under Regulation (EU) 2023/1113;

b. financial institutions as defined in Article 4, point (1) of Regulation (EU) No
1093/2010, which are PSPs as defined in Article 3, point (5) of Regulation (EU)
2023/1113 and CASPs as defined in Article 3, point (15) of Regulation (EU) 2023/1113.

Definitions

7. Terms used and defined in Regulation (EU) 2023/1113 have the same meaning in these
Guidelines. In addition, for the purposes of these Guidelines, the following definitions apply:

means Union restrictive measures as defined in
Article 2, point (1) of Directive (EU) 2024/1226
and national restrictive measures adopted by
Member States in compliance with their na-
tional legal order (to the extent that they apply
to financial institutions).

means both asset freezing and prohibitions to
make funds or other assets available, directly or

Restrictive measures

Targeted financial sanctions

2 Regulation (EU) 2023/1113 of the European Parliament and of the Council of 31 May 2023 on information accompany-
ing transfers of funds and certain crypto-assets and amending Directive (EU) 2015/849 (recast) (OJ L 150, 9.6.2023, p.
1.).
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indirectly, for the benefit of designated persons
and entities pursuant to Council Decisions
adopted on the basis of Article 29 TEU and Coun-
cil Regulations adopted on the basis of Article
215 TFEU.
means restrictive measures such as arms and re-
lated equipment embargoes or economic and fi-
Sectoral restrictive measures nancial measures (e.g. import and export re-
strictions, and restrictions on the provision of
certain services, such as banking services).

3. Implementation

Date of application

8. These Guidelines apply from 30 December 2025.
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4. Guidelines on internal policies, proce-

dures and controls to ensure the im-
plementation of Union and national re-
strictive measures under Regulation
(EU) 2023/1113

General provisions

1.

PSPs and CASPs should put in place policies, procedures and controls to be able to comply with
restrictive measures. Such policies, procedures and controls should follow the Guidelines
EBA/GL/2024/14 on internal policies, procedures and controls to ensure the implementation of
Union and national restrictive measures.

. These policies, procedures and controls should enable PSPs and CASPs to identify subjects of

restrictive measures. They should also enable PSPs and CASPs to take the measures necessary
to ensure that they do not make any funds or crypto-assets available to those subjects, they do
not carry out financial transactions or services prohibited by restrictive measures, and they man-
age risks of circumvention of restrictive measures.

4.1 Restrictive measures screening

PSPs and CASPs should put in place an effective screening system to reliably identify targets of
restrictive measures as further specified in Section 4.4.

4.1.1 Choice of screening system

PSPs and CASPs should use their restrictive measures exposure assessment to decide which
screening system they will use, or to validate the screening system they are using, to comply
with applicable restrictive measures. The screening system should be adapted to the size, nature
and complexity of the PSPs’ and CASPs’ business and its restrictive measures exposure.
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5. When taking a decision on their screening system, PSPs and CASPs should consider whether they
have access to the resources necessary to use their chosen system effectively.

6. PSPs and CASPs should regularly review the performance of the screening system to ensure that
it remains effective and continues to reliably identify targets of restrictive measures. PSPs and
CASPs should carry out a review of the used screening system at least once per year and imme-
diately should they have grounds for concern that the system may not be fit for purpose.

7. Pursuant to Article 8 of Regulation (EU) 2022/2554, PSPs and CASPs should understand and doc-
ument the screening system’s capabilities and limitations. PSPs and CASPs should be able to
demonstrate to their competent authority that their screening system is adequate.

4.1.2 List management

8. PSPs and CASPs should specify in their policies and procedures restrictive measures they have
to apply.

9. PSPs and CASPs should have policies and procedures to:

a. identify when a new set of restrictive measures is adopted, or an existing restrictive
measure is updated or lifted;

b. update their internal dataset to be screened in compliance with Section 4.1.3 immedi-
ately after a new restrictive measure enters into force, or an existing restrictive meas-
ure is updated or lifted.

4.1.3 Defining the set of data to be screened

10.PSPs and CASPs should define in their policies and procedures the types of data they will screen
for each type of restrictive measure, taking into account the outcome of their restrictive
measures exposure assessment and the restrictive measures they have to apply.

11.When deciding on the set of data to be screened according to the type of applicable restrictive
measure, PSPs and CASPs should consider all data they hold about their customers, including
information obtained:

a. when applying customer due diligence measures pursuant to Union law and national
law transposing Union law; and
b. when complying with Regulation (EU) 2023/1113.

12.In compliance with requirements of Regulation (EU) 2023/1113, PSPs and CASPs should assess
whether the data they hold is sufficiently accurate, up to date and detailed to enable them to
determine if a party to the transfer, their beneficial owner or any person purporting or being
authorised to act on their behalf is subject to restrictive measures.

13.To avoid repeated false alerts concerning a natural or legal person, entity or body that is not
subject to restrictive measures but has been falsely identified as such by the existing screening

32



GUIDELINES ON INTERNAL POLICIES, PROCEDURES AND CONTROLS TO ENSURE THE IMPLEMENTATION OF UNION AND NATIONAL RE-
STRICTIVE MEASURES

European

e b a Banking
Authority

system, PSPs and CASPs may decide to include such persons on a specific internal list (whitelist-
ing). The reasons for such a decision needs to be documented. PSPs and CASPs should review
such a list immediately after a new or amended restrictive measure enters into force, or if the
customer information has changed.

4.1.4 Screening the customer base

14.PSPs and CASPs should set out in their policies and procedures how they will screen their cus-
tomer base.

15.PSPs and CASPs should screen their entire customer database regularly and determine the fre-
guency of that customer screening based on their restrictive measures exposure assessment.

16.PSPs and CASPs should stipulate in an internal decision trigger events when screening of their
customers should always take place and keep such decisions up to date. Trigger events should
include at least:

a. achange in any of the existing designations or restrictive measures, a new designa-
tion or the entry into force of a new restrictive measure;

b. at customer onboarding or before a business relationship has been established;
if significant changes in the customer due diligence data of an existing customer oc-
cur, such as change of name, residence, nationality or change of business operations;

d. if reasonable grounds exist to suspect that the customer, or any person purporting or
being authorised to act on behalf of the customer, is attempting to circumvent re-
strictive measures.

17.PSPs and CASPs should screen at least the following customer information, in line with the ap-
plicable restrictive measures:

a. inthe case of a natural person:

a. the first name and surname, in the original and/or transliteration of
such data; and
b. date of birth.

b. inthe case of a legal person: the name of the legal person, in the original and/or
transliteration of such data;

c. inthe case of a natural person, legal person, body or entity: any other names, aliases,
trade names, wallet addresses, where available in the restrictive measures related
lists. PSPs and CASPs should duly justify through the restrictive measures exposure
assessment the choice of not screening such information when available.

18.When screening customers that are legal persons, natural persons, bodies or entities, PSPs and
CASPs should, to the extent that this information is available, also screen:

a. beneficial owners through ownership interest;
b. beneficial owners through control;
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c. any person purporting or being authorised to act on behalf of the customer.

4.1.5 Screening of transfers of funds and crypto-assets

19.Except in cases covered in Article 5d of Regulation (EU) No.260/2012, PSPs should screen trans-
fers of funds before making the funds available to the payee, and CASPs should screen all trans-
fers of crypto-assets before making the crypto-assets available to the beneficiary, whether they
are carried out as part of a business relationship or as part of a one-off transaction.

20.PSPs and CASPs should screen all parties to transfers of funds or crypto-assets against applicable
restrictive measures. PSPs and CASPs should pay special attention in their restrictive measures
exposure assessment to the soundness and reliability of the restrictive measures policies and
procedures put in place by PSPs and CASPs with which they are doing business to ensure com-
pliance with restrictive measures.

21.All data that may be relevant for assessing whether a transaction could be affected by applicable
restrictive measures should be screened against applicable restrictive measures. Data to be
screened should include at least:

a. information on the payer and payee pursuant to Article 4 of Regulation (EU)
2023/1113;

b. information on the originator and beneficiary pursuant to Article 14 of Regulation
(EU) 2023/1113;

c. the purpose of the transfer of funds or crypto-assets and if information available and
subject to restrictive measures exposure assessment, other free-text fields that pro-
vide further information on the actual sender/recipient of funds or crypto-assets;

d. details of PSPs and CASPs involved in the transfer of funds or crypto-assets, including
intermediate institutions, correspondents, with screening of identification codes such
as BIC, SWIFT and other;

e. other details of the transfer of funds or crypto-assets, depending on the nature, type
of the operation, the supporting documentation received, if information available and
subject to restrictive measures exposure assessment;

f. wallet addresses of the originator and of the beneficiary of a transfer of crypto-assets,
to the extent that this information is available in official lists of wallet addresses linked
to restrictive measures.

22.In line with the provisions in Section 4.6 of the Guidelines EBA/GL/2024/11 on information re-
quirements in relation to transfers of funds and certain crypto-assets transfers under Regulation
(EU) 2023/1113 (‘The Travel Rule Guidelines’) any new information obtained subsequently, be-
fore or after executing the transfer, should also be screened.
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23.Where appropriate based on the volume and number of transfers of crypto-assets, CASPs should
consider incorporating blockchain analysis for transaction monitoring purposes into the existing
framework.

4.1.6 Calibration

24.PSPs and CASPs should determine how to calibrate the settings of an automated screening sys-
tem to maximise alert quality and leading to unambiguous identification while ensuring compli-
ance with restrictive measures. Based on their restrictive measures exposure assessment and
regular testing, PSPs and CASPs should at least:

a. define, for each applicable restrictive measure, the appropriate parameters of match-
ing that is likely to generate a reasonable alert that allows the PSPs and CASPs to com-
ply with their restrictive measures obligation, by checking the thresholds of true posi-
tive results associated with different percentages of matching. Calibration should be
neither too sensitive, causing a high number of false positive matches, nor insufficiently
sensitive, leading to designated persons, entities and bodies not being detected or free-
format information not used for other restrictive measures;

b. use a screening system that allows for algorithm-based technique that can match one
name or string of words, where the content of the information being screened is not
identical, but its spelling, pattern or sound is a close match to the contents contained
in a dataset used for screening (‘fuzzy matching’ techniques) and calibrate the degree
of ‘fuzzy matching’ in their screening system.

25.PSPs and CASPs should decide on the calibration both before developing a new screening system
and periodically, in line with their restrictive measures exposure assessment. They should doc-
ument their rationale and make it available to competent authorities upon request.

4.1.7 Reliance on third parties and outsourcing

26.PSPs and CASPs should set out in their policies and procedures what action will be taken by the
PSPs, CASPs, or by outsourced service providers to ensure compliance with applicable restrictive
measures. For outsourcing of services, PSPs and CASPs, considering Guidelines EBA/GL/2019/02
where applicable3, should apply the following key principles:

a. the ultimate responsibility for compliance with restrictive measures, whether or not
specific functions are outsourced, lies with the PSPs or CASPs;

b. the rights and obligations of the PSPs or CASPs and of the service provider should be
clearly allocated and set out in writing;

c. the PSPs or CASPs relying on an outsourcing agreement should remain accountable for
monitoring and overseeing the quality of the service provided by the service provider;

3 Guidelines EBA/GL/2019/02 on outsourcing arrangements.
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d. Intra-group outsourcing should be subject to the same regulatory framework as out-
sourcing to service providers outside the group.

27.PSPs and CASPs should put in place and apply the controls necessary to ensure that the use of
outsourced service providers does not expose them to the risk of breaches of restrictive
measures, and document those controls in the outsourcing agreement.

28.Where service providers should update data to be used by PSPs and CASPs concerning natural
persons, legal persons, entities and bodies that are subject to applicable restrictive measures,
PSPs and CASPs should ensure that a service agreement minimises the risk of breaches of re-
strictive measures by the PSPs or CASPs.

29.When outsourcing agreements are in place, PSPs and CASPs should carry out a regular control
of compliance by the service provider with the duties arising from the agreement, assess the
effectiveness of the services covered by an agreement and take any needed mitigating
measures, including renegotiating the agreement.

30.Provisions of this section are without affecting duties and tasks of PSPs and CASPs on digital
operational resilience as set out in Regulation (EU) 2022/2554%.

4.2 Due diligence and verification measures for alert analysis

4.2.1 Policies and procedures for the management and analysis of alerts

31.PSPs and CASPs should have in place policies and procedures to investigate alerts in relation to
restrictive measures. These policies and procedures should enable PSPs and CASPs to confirm
whether an alert is a true positive match and, if so, determine the action needed in order to
comply with the applicable restrictive measure.

32.Such policies and procedures should include:

a. steps for starting to investigate without delay all potential matches, for each transfer
of funds or transfer of crypto-assets;

b. rules following the general record-keeping policy of the PSPs and CASPs, for the docu-
mentation of any decision taken in respect of alerts;

c. measures to comply with Section 4.2.2 of these guidelines;

4 Regulation (EU) 2022/2554 of the European Parliament and of the Council of 14 December 2022 on digital operational
resilience for the financial sector and amending Regulations (EC) No 1060/2009, (EU) No 648/2012, (EU) No 600/2014,
(EU) No 909/2014 and (EU) 2016/1011 (Text with EEA relevance), OJ L 333, 27.12.2022, p. 1.
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d. different levels of review to be carried out in line with the restrictive measures expo-
sure assessment, by implementing at least a review by two people in relation to higher
exposure situations.

4.2.2 Due diligence measures for alert analysis

33.The alert generated by the screening system should indicate the element of the respective re-
strictive measure. Alerts should be analysed by staff members with the needed expertise and
who are sufficiently trained®.

34.When in doubt about the trueness of a match, PSPs and CASPs should use additional information
they may hold and/or obtain to support the analysis of alerts to the extent that this information
is available, such as:

a. identification data of a natural person, legal person, entity or body that was not used
at the screening stage;

b. information on residence of natural person and information on seat or registered ad-
dress of legal person, entity or body not used at the screening stage;

c. information on nationalities, citizenships of natural persons not used at the screening
stage;

d. representative, management and organisational structure of legal persons not used at
the screening stage;

e. contact details not used at the screening stage.

35.PSPs and CASPs should set out in their policies and procedures how to deal with cases where it
is not possible to conclude an unambiguous identification after additional due diligence, that a
match is a true positive match, a false positive match or a situation of homonyms. PSPs and
CASPs should refrain from providing financial services to a party to a transfer before coming to
an informed decision.

4.2.3 Assessing whether an entity is owned or controlled by a designated person

36.PSPs and CASPs should set out in their policies and procedures how they will assess whether a
legal person or entity is owned or controlled by a designated person or entity.

37.PSPs and CASPs should:

> See Section 4.4 of Guidelines on internal policies, procedures and controls to ensure the implementation of Union and
national restrictive measures.
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apply the criteria set out in EU Council Sanctions Guidelines® and in Section VIII EU
Council Best Practices’ to determine whether a legal entity is owned or controlled by
another person or entity;

apply the criteria used for the identification of a beneficial owner under the applicable
legislation?;

use available public sources of information, such as registers of owned and controlled
entities and beneficial ownership registers.

38.If an assessment remains inconclusive, PSPs and CASPs should consider engaging with the na-

tional authority competent for the implementation of restrictive measures. The ultimate re-

sponsibility for complying with the restrictive measures lies with the PSPs and CASPs.

4.2.4

Controls and due diligence measures to comply with sectoral restrictive
measures

39.PSPs and CASPs should take into account the restrictive measures exposure assessment when

defining the types of controls they will apply to comply with restrictive measures. As part of this,

PSPs and CASPs should determine what available information connected to a transaction will be

screened.

40.PSPs and CASPs should pay particular attention to sectoral restrictive measures that are related

to a specific jurisdiction or territory. Under such restrictive measures, PSPs and CASPs should

screen all underlying information relating to the transfer of funds or crypto-assets to or from

that specific jurisdiction or territory or to transfers of funds or crypto-assets initiated by custom-

ers who are known to conduct business in that specific jurisdiction or territory. To the extent
that this is available, PSPs and CASPs should screen:

a.
b.

information on the country (ies) of nationality, place of birth;

information on the usual place of residence or principal place of business through other
addresses, in line with the restrictive measures exposure assessment;

information on the country to or from which the transfer of funds is carried out, where
the transfer of funds is executed;

purpose of the transfer of funds or crypto-assets and other free-text fields that provide
further information on the goods, vessels, country of destination or country of origin
of the goods for which the payment is made, in line with the restrictive measures ex-
posure assessment.

41.1f warranted by the restrictive measures exposure assessment, PSPs and CASPs should consider

incorporating in their screening system geolocation tools and tools to detect the use of proxy

services to identify and prevent IP addresses that originate from a country for which restrictive

6

(update).
7

, Brussels, 2 July 2024, 11618/24

(doc. 11623/24).

8 Article 3, point (6) of the Directive (EU) 2015/849.
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measures are taken because of a situation affecting this country from accessing the PSP’s and
CASP’s website and services for an activity that is prohibited under restrictive measures regimes.

42.According to their restrictive measures exposure assessment, PSPs and CASPs may consider ap-
plying specific controls, such as:

a. upon establishing business relations, acquiring the relevant information about the cus-
tomer’s type of business and countries where the customer is conducting business;

b. requesting additional information from the customer, such as a description of dual-use
goods or any goods subject to sectoral restrictive measures, information about the ap-
propriate licence for dealing with the dual-use goods, country of origin of the goods,
information about the end user of the goods;

c. requesting more detailed information from the customer about the purpose of a trans-
fer of funds or crypto-assets;

d. usingthe following data: shipping registers, real estate records and other publicly avail-
able datasets (where available).

43.Where PSPs and CASPs use features to automatically read information from documents associ-
ated with the transfer of funds or crypto-assets, such as optical character recognition algorithms
or machine-readable zone verifications, they should take the steps necessary to ensure that
these tools capture information in an accurate and consistent manner.

4.2.5 Due diligence measures to detect attempts to circumvent restrictive
measures

44.PSPs and CASPs should stay informed of typologies and trends in the circumvention of restrictive
measures. Relevant sources of information to which PSPs and CASPs should always refer include
at least reports shared by:

a. relevant national authorities competent for the implementation of restrictive
measures® and/or national supervisory authorities;

b. FIUs and law enforcement authorities;

c. relevant public-private partnerships on a national or EU level;

d. EU authorities™.

45.Due diligence policies and procedures should allow PSPs and CASPs to detect possible attempts
to circumvent restrictive measures, such as attempts to:

a. omit, delete or alter information in payment messages;

0 5ee for example
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b. channeltransfers through persons connected with a customer who is subject to restric-
tive measures;

c. structure transfers of funds or crypto-assets to conceal the involvement of a designated
party;

d. conceal the beneficial ownership or control of assets;

e. use counterfeited or fraudulent background documentation for the transfer of funds
or crypto-assets.

46.PSPs and CASPs that are particularly exposed to the risk of being used for circumvention pur-
poses should also consider carrying out an aggregated analysis of payment flows to or from
countries subject to restrictive measures and countries known to be used to circumvent restric-
tive measures.

4.3 Freezing and reporting measures

4.3.1 Suspending the execution of transfers of funds and freezing funds

47.PSPs should have in place policies and procedures to suspend, without delay, operation trigger-
ing an alert of a possible match with a designated person or entity, or owned, held or controlled
by a designated person or entity, or whose beneficial owner is a designated person.

48.1f PSPs’ internal analysis of such alert confirms that the possible match is the designated person
or entity, or owned, held or controlled by a designated person or entity, or whose beneficial
owner is a designated person, PSPs should immediately:

a. freeze the corresponding funds;
b. stop the execution of transfer of funds that would be in violation of restrictive
measures.

4.3.2 Freezing of transfers of crypto-assets

49.CASPs should have in place policies and procedures when an internal analysis of an alert con-
firms that the possible match is the designated person or entity, or owned, held or controlled
by a designated person or entity, or whose beneficial owner is a designated person to immedi-
ately freeze and block the funds in a suspense account until the relevant national authority com-
petent for the implementation of restrictive measures instructed the CASP on what action to
take for those funds. The ultimate responsibility for complying with the restrictive measures lies
with the CASP.

40



GUIDELINES ON INTERNAL POLICIES, PROCEDURES AND CONTROLS TO ENSURE THE IMPLEMENTATION OF UNION AND NATIONAL RE-
STRICTIVE MEASURES

European

Eba Banking
Authority
4.3.3 Reporting measures

50.Under applicable Union and national requirements, PSPs and CASPs should have clear processes
for reporting without delay, or within specified deadline, to the relevant national authority com-
petent for the implementation of restrictive measures and/or to the competent supervisory au-
thority:

a. any action taken for a specific transfer related to a restrictive measure;
the discovery of a violation of restrictive measures; and

c. the execution of any transfers of funds or crypto-assets that violates an applicable re-
strictive measure by providing information on the circumstances, such as an incident
in the functioning of the screening system in relation to such transfer.

51.When suspecting a possible circumvention of restrictive measures, or detecting an attempted
transfer of funds or crypto-assets by or to a natural person, legal person, entity or body, PSPs
and CASPs should:

a. report it to the relevant national authority competent for the implementation of re-
strictive measures if specifically required in an EU Regulation on restrictive measures;
b. file the suspicious transaction report if required under the applicable legislation.

4.3.4 Procedures for exemptions or when restrictive measures are lifted

52.PSPs and CASPs should have policies and procedures to determine whether exemptions, licence
regimes or derogations apply, and if they apply, how to proceed, in order to comply with appli-
cable Union law or national law. PSPs and CASPs should set out in their policies and procedures
which information they will provide to customers who would like to request a derogation to use
their frozen funds, if such derogation is allowed under the applicable legal framework. This in-
formation should include information about the customer’s rights in such a situation.

53.PSPs and CASPs should have policies and procedures in place that will stipulate action concern-
ing funds and crypto-assets subject to specific restrictive measures once such a measure has
been lifted.

4.4 Ensuring the ongoing effectiveness of restrictive measures
screening policies, procedures and systems

54.To be effective, a PSP’s and CASP’s restrictive measures screening policies, procedures and sys-
tems should enable to:

a. reliably detect positive matches;
upon confirmation of positive matches, immediately suspend the execution of any fund
transfers, block any incoming transfers and deposit them in a suspense account, freez-
ing the funds or crypto-assets without delay and reporting such actions to the relevant
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national authority competent for the implementation of restrictive measures for fur-
ther instructions;

report frozen assets to the relevant national authorities competent for the implemen-
tation of restrictive measures and/or to the competent supervisory authority as re-
quired by the applicable laws without delay or within deadlines stipulated by applicable
Union law or national law;

report suspicion of circumvention or attempt of circumvention of restrictive measures
to the relevant national authority competent for the implementation of restrictive
measures or the national FIU if required under the applicable legislation.

55.PSPs and CASPs should regularly test their screening system settings to determine whether the

screening system remains appropriate in light of the PSP’s and CASP’s restrictive measures ex-

posure assessment, and that it remains effective. PSPs and CASPs should determine the fre-

quency of checks based on the restrictive measures exposure assessment and record them in

their policies and procedures.

56.When testing their screening system, PSPs and CASPs should:

a.

test the calibration of the screening system as set out in Section 4.1.6;

assess the accuracy of the list management with the use of applicable and up-to-date
restrictive measures;

assess whether all customers and transfers of funds and crypto-assets are being
screened when required;

assess the adequacy and relevance of the information fields used in the screening sys-
tem, such as the scope of the transfers of funds or crypto-assets feeding into the
screening system;

assess the timeliness of the automatic suspension of operations;

assess whether the processes and resources available for the analysis of alerts makes
prompt reporting of true positive matches possible.

57.PSPs and CASPs should report significant weaknesses or deficiencies of the screening system to

the management body and take corrective measures without delay.
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5. Accompanying documents

5.1 Cost-benefit analysis / impact assessment

As per Article 16(2) of Regulation (EU) No 1093/2010 (EBA Regulation), any guidelines and recom-
mendations developed by the EBA shall be accompanied by an impact assessment (l1A), which anal-
yses ‘the potential related costs and benefits’. This analysis presents the IA of the main policy op-
tions included in this Consultation Paper on the Guidelines on internal policies, procedures and
controls to ensure the implementation of Union and national restrictive measures under Regulation
(EU) 2023/1113 (‘the Guidelines’). The IA is high level and qualitative in nature.

A. Problem identification and background

Restrictive measures are defined in the Directive (EU) 2024/1226 of the European Parliament and
of the Council of 24 April 2024 on the definition of criminal offences and penalties for the violation
of Union restrictive measures and amending Directive (EU) 2018/1673. These measures are being
developed by Member States, the EU or other international competent jurisdictions to, notably,
safeguard EU values, maintain international peace and security, and consolidate and support de-
mocracy, the rule of law and human rights. However, this goal is hampered by the fact that these
measures are not applied uniformly within the EU and this lack of uniformity can create situations
where prohibitions are circumvented.

In this context, the EBA was given one mandate®! by the European Commission. This new mandate
is defined by Article 23 of Regulation (EU) 2023/1113 and requires the EBA to issue guidelines on
internal policies, procedures and controls that PSP and CASP shall have in place to ensure the im-
plementation of Union and national restrictive measures.

B. Policy objectives

Being addressed to both PSPs and CASPs, these Guidelines will create a common understanding,
among PSPs, CASPs and their supervisors, of effective systems and controls to comply with restric-
tive measures and support the convergence of PSPs’ and CASPs’ practices.

These Guidelines aim to create a common understanding, among financial institutions, of adequate
policies, procedures and controls for the implementation of restrictive measures.

C. Options considered, assessment of the options and preferred options

n July 2021, the European Commission published an AML/CFT package consisting of four legislative proposals. One
of these proposals was the recast of the 2015 Transfer of Funds Regulation (TFR). The co-legislators reached a provi-
sional agreement on the TFR on 29 June 2022. The EBA was given 10 legislative mandates. One of the new mandates is
the mandate mentioned here.
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Section C. presents the main policy options discussed and the decisions made by the EBA during
the development of the Guidelines on internal policies, procedures and controls to ensure the im-
plementation of Union and national restrictive measures. Advantages and disadvantages, as well
as potential costs and benefits from the qualitative perspective of the policy options and the pre-
ferred options resulting from this analysis, are provided.

It is worth mentioning that financial institutions’ compliance with the restrictive measures is an
obligation of results and not of means. Nevertheless, using a restrictive measures exposure assess-
ment in the context of the choice of a screening system to ensure proportionality and effectiveness
might be suitable and two options have been considered by the EBA in this regard:

Option 1a: Adding guidance on basing the choice of a screening system on a restrictive
measures exposure assessment

Option 1b: Not adding guidance on basing the choice of a screening system on a restrictive
measures exposure assessment

A restrictive measures exposure assessment helps PSPs and CASPs to identify and assess where
they are exposed to risks of non-compliance with restrictive measures and risks of circumvention
of restrictive measures, based on their activities and customer base. This evaluation is thus a key
and necessary element for effective compliance with the restrictive measures.

Adding guidance on the consideration of the results of the restrictive measures exposure assess-
ment when choosing a screening system would be beneficial for enhancing the institution’s ability
to comply with restrictive measures. It will also ensure that the screening system is fit for purpose
and proportionate to the institution’s business, and the complexity of its operations. This guidance
would not only support PSPs’ and CASPs’ compliance efforts, but ultimately help to safeguard EU
values, maintain international peace and security, and consolidate and support democracy, the rule
of law and human rights. It is thus the EBA’s view that the potential costs incurred by financial
institutions by adding guidance on the choice of a screening system based on the restrictive
measures exposure assessment would be exceeded by the benefits.

On these grounds, Option 1a has been chosen as the preferred option and the Guidelines will
include guidance on basing the choice of a screening system on a restrictive measures exposure
assessment.

The screening of customers and transactions is the main control that PSPs and CASPs should have
in place to be able to comply with restrictive measures. According to the views expressed by com-
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petent authorities in the context of the 2023 EBA Opinion on ML/TF risks affecting the EU’s finan-
cial sector!?, while most PSPs had screening systems in place, the quality of these systems was a
major concern. Competent authorities reported that deficiencies in screening systems are com-
mon, with outdated or incorrect lists used and an overreliance on vendors’ screening systems and
with a poor understanding of those systems by PSPs and CASPs. Many screening systems are not
adequately calibrated, with an inadequate frequency of screening and only limited fuzzy matching.
Competent authorities also reported weaknesses in the scope of screening, with not all customers
being screened (such as occasional customers) or some transactions or products not covered (like
cash deposits or crypto-assets deposits in customers’ accounts or ATMs), and some jurisdictions
not included in the scope. In addition to that, during discussions held by the EBA with members of
the Technical Expert Group on restrictive measures regimes (TEG-RMRs)!3, most of these deficien-
cies were reported as being the main challenges for the PSPs and CASPs.

As a result of the above, technical guidance on the screening system itself (choice of the screening
system, screening of customers and transactions, calibration settings of the screening system) has
been included in the Guidelines. Nevertheless, competent authorities also highlighted that the
technical approach of the screening alone is not sufficient to ensure compliance with restrictive
measures, and should be complemented by, notably, a strong related customers / beneficial own-
ers process, and the EBA considered two options in this context for the Guidelines:

Option 2a: Complementing the restrictive measures list-based approach guidance with due dili-
gence measures (for customers and beneficial owners) related guidance

Option 2b: Not complementing the restrictive measures list-based approach guidance with due
diligence measures (for customers and beneficial owners) related guidance

Customers / beneficial owners’ data are fed into the screening system where it is checked against
the restrictive measures lists. Even if the screening system was technically sound, incomplete or
mistaken customers / beneficial owners’ data would lead to inefficient and inaccurate outcomes. A
basic example of this issue would be when the name of a customer is wrongly reported in the cus-
tomer database or reported in an alphabet that is not the alphabet of the restrictive measures list.
In this case, the screening system would not mark this customer name as a true positive match and
the institution would not take the necessary actions to comply with the restrictive measures. An-
other example would be, in the case of missing an update of a customer’s shareholder structure, a
new beneficial owner not being identified and thus not being screened. During the discussions held
by the EBA with them, AML/CFT supervisors and members of the TEG-RMRs identified the quality
of data as a challenge and agreed that guidance in this area would be appreciated. The related costs
of obtaining the right data in the first place would be mitigated by the fact that the EBA foresees
that PSPs and CASPs would face lower risks of breaching restrictive measures, hence a lower risk of
being criminally charged for non-compliance. On the other side, the benefit would be the enhance-
ment of the restrictive measures screening. Ultimately this will help to notably safeguard EU values,

12
13
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maintain international peace and security, and consolidate and support democracy, the rule of law
and human rights.

Based on the above, Option 2a has been chosen as the preferred option and the Guidelines section
on the restrictive measures list-based approach will be complemented with KYC (for customers and
beneficial owners) related guidance.

D. Conclusion

The EBA has been given a mandate to develop Guidelines on internal policies, procedures and con-
trols to ensure the implementation of Union and national restrictive measures under Regulation
(EU) 2023/1113. For PSPs and CASPs, the costs associated with the implementation of the Guide-
lines will be mitigated by the fact that the Guidelines will support them in their compliance with
the restrictive measures, which should reduce the risk of breaching the Regulation and the related
fine probability. Enhancing compliance with the restrictive measures will also help to safeguard EU
values, maintain international peace and security, and consolidate and support democracy, the rule
of law and human rights. These new Guidelines should achieve their objectives with acceptable
costs.
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5.2 Feedback on the public consultation

The EBA publicly consulted on two sets of draft Guidelines on internal policies, procedures and
controls to ensure the implementation of Union and national restrictive measures. The consulta-
tion period lasted for 3 months and ended on 24 March 2024. In all, 21 responses were received,
of which 17 were published on the EBA website.

This section presents a summary of the key points arising from the consultation responses. The
feedback table provides further details on the comments received, the analysis performed by the
EBA triggered by these comments and the actions taken to address them, where action was
deemed necessary. Where several respondents made similar comments or the same respondent
repeated comments in the response to different questions, the comments and the EBA analysis
are included where the EBA considers it most appropriate.

The EBA made changes to the draft Guidelines as a result of the responses received during the
public consultation.

Summary of key issues and the EBA’s response

Respondents welcomed the proposed Guidelines and commended the EBA for creating a common
minimum standard for the internal procedural and control mechanisms of financial institutions
concerning restrictive measures. They said that this will save costs related to potential fines for
criminal offences for violation of restrictive measures.

Respondents also identified points where the Guidelines could benefit from alignment with other
standards, especially the following Level 1 texts that were adopted after the draft Guidelines were
published:

- Regulation (EU) 2024/886 of the European Parliament and of the Council of 13 March
2024 amending Regulations (EU) No 260/2012 and (EU) 2021/1230 and Directives
98/26/EC and (EU) 2015/2366 as regards instant credit transfers in euro [SEPA Regula-
tion]; and

- Regulation (EU) 2024/1624 of the European Parliament and of the Council of 31 May 2024
on the prevention of the use of the financial system for the purposes of money laundering
or terrorist financing [AML Regulation].

On 10 July 2027, the AML Regulation will enter into force. Internal policies, procedures and con-
trols to ensure the implementation of targeted financial sanctions will then be regulated under
the AML Regulation. The Guidelines will be amended after July 2027 to notably reflect the follow-
ing changes:
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- Risks of non-implementation and evasion of targeted financial sanctions will be part of the
Supra National Risk Assessment (SNRA), National Risk Assessment (NRA) and ML/TF busi-
ness-wide risk assessment by financial institutions.

- AMLA will monitor the internal policies and procedures of supervised financial institutions
for compliance with targeted financial sanctions.

- Likewise, national AML/CFT supervisors will have a monitoring role to ensure compliance
by obliged entities regarding their obligations related to targeted financial sanctions.

- Financial institutions will have a compliance officer responsible for the implementation of
targeted financial sanctions who should be the same person as the AML compliance officer.

- Financial institutions will also keep records of funds held and transactions attempted or
carried out by customers subject to United Nations’ financial sanctions not yet transposed
into the Union Law.

Several respondents questioned whether and how the draft guidelines aligned with provisions in
Regulation (EU) 2024/1624, which was being negotiated while the consultation was underway.
The Regulation was published in June 2024 and will enter into force in July 2027. The Guidelines
cannot refer to a legal framework that is not applicable yet but take into consideration the goal of
the Regulation’s provisions.

The role of the senior staff member responsible for compliance with restrictive measures

Six respondents requested more details of the role of the senior staff member referred to in Sec-
tion 4.1.3 and enquired whether this person can also be the AML compliance officer or a risk com-
pliance officer.

The Guidelines clarify that, to the extent that this is justified by the nature of the business of the
obliged entity, including its risks and complexity assessed through the restrictive measures expo-
sure assessment, and its size justify it, the functions of the compliance officer for restrictive
measures may be combined with other functions.

The link between AML/CFT and restrictive measures exposure assessments

Three respondents suggested that financial institutions should be able to incorporate the restric-
tive measures exposure assessment into their existing AML/CFT risk assessment. They did not
think that a separate assessment was necessary or proportionate and pointed to provisions in
Regulation (EU) 2024/1624 in this regard.

The Guidelines specify the content of the restrictive measures exposure assessment, but do not
prescribe the format of the restrictive measures exposure assessment. It is therefore incumbent
on financial institutions to consider whether to extend their business-wide ML/TF risk assessment
to also include an assessment of their exposure to wider restrictive measures, or to carry out a
separate exposure assessment that complements the ML/TF risk assessment.

48



GUIDELINES ON INTERNAL POLICIES, PROCEDURES AND CONTROLS TO ENSURE THE IMPLEMENTATION OF UNION AND NATIONAL RE-
STRICTIVE MEASURES

European

e b a Banking
Authority

However, the goal of AML/CFT and of restrictive measures policies, procedures and controls are
different. As such, policies, procedures and controls to ensure the implementation of restrictive
measures should be drafted according to the restrictive measures exposure assessment and can-
not be only a subset of AML/CFT policies and procedures.

Identifying the beneficial owner

Seven respondents asked for clarification of the definition of beneficial owner. They wanted to
know whether the definition from the AML framework with 25% threshold was used or the 50%
threshold expected as in the restrictive measures context.

The threshold of more than 50% is the relevant threshold, as explained in the 2024 update of EU
Council Best Practices for the effective implementation of restrictive measures and the EU Council
Sanctions Guidelines being updated in 2024.

However, financial institutions should also identify persons who may be controlling the legal en-
tity by other means than ownership interest, as detailed in the 2024 update of EU Council Best
Practices for the effective implementation of restrictive measures.

Interaction between a risk-based approach and a rules-based approach

Eight respondents asked the EBA to clarify how the risk-based approach applied in the restrictive
measures context.

All natural and legal persons in the Union must ensure that they do not make funds or other as-
sets available to designated persons or entities. The extent of the measures obliged entities take
to comply with this requirement can be adjusted on a risk-sensitive basis, through a thorough as-
sessment of exposure to applicable restrictive measures. Accordingly, these guidelines provide
that restrictive measures policies, procedures and controls should be commensurate with the fi-
nancial institution’s restrictive measures exposure, as determined through the restrictive
measures exposure assessment.

Eleven respondents asked how these guidelines applied in relation to instant credit transfer pay-
ments. Regulation (EU) 2024/886, which was adopted after the consultation version of these
guidelines was published, impose specific rules on the processing of instant payments.

Prohibition of screening

The Guidelines align with the requirements set out for the specific cases covered in Article 5d of
Regulation (EU) No0.260/2012. The first subparagraph of Article 5d point (2) of Regulation (EU)
2024/886 prohibits the screening of SEPA instant payment transactions against the EU targeted
financial sanctions list. However, according to the second subparagraph of Article 5d point (2) of
Regulation (EU) 2024/886, the prohibition of screening SEPA instant payment transactions is
‘without prejudice to actions taken by PSPs in order to comply with’ national restrictive measures,
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and EU restrictive measures that are not targeted financial sanctions. In addition, in its answer to
question 166 in the Clarification of requirements of the Instant Payments Regulation'?, the Euro-
pean Commission explains that if a financial institution needs to assess the possible ownership,
management or control of instant credit transfer funds to a person or entity subject to targeted
financial sanctions of the European Union, and if such a person or entity is indicated in the pay-
ment details and if it is not possible to verify the payment details concerned via the (at least) daily
screening of information related to own clients, required by Article 5d(1), that checking of pay-
ment details for such purpose is not prevented by Article 5d(2), first subparagraph.

Updating restrictive measures lists

The two sets of Guidelines provide that institutions should update their lists of restrictive
measures ‘as soon as they are published’. Five respondents asked that the guidelines clarify that
an immediate update was unrealistic and suggested to use the term ‘as soon as is reasonably
practicable’ instead.

Article 5d point (1) of Regulation (EU) 2024/886 states that verifications take place ‘immediately
after the entry into force’ of restrictive measures. The Regulation does not provide for a period of
adjustment. The EBA Guidelines are therefore in line with Regulation (EU) 2024/886.

14 https://finance.ec.europa.eu/publications/clarification-requirements-instant-payments-regulation en.
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eb

Amendments to the
proposals

General comment

Six respondents asked for a transition period, with some
suggesting up to 24 months, to ensure the full implementa-
tion of those Guidelines by financial institutions.

The application date of Regulation (EU) 2023/1113 is set to 30
December 2024, however a 12-month transition period will be
putin place.

Date of application
amended.

General comment

Eight respondents asked for clarification of the relationship
between a risk-based approach and a rules-based
approach in the restrictive measures context. One
respondent mentioned that there is no legal requirement to
implement a risk-based approach.

The risk-sensitive nature of a restrictive measures exposure as-
sessment does not remove the rule-based obligationincumbent
upon all natural or legal persons in the Union to freeze and not
make funds or other assets available, directly or indirectly, to
designated persons or entities.

Para. 11 of Rationale
and Impact assess-
ments amended.

General comment One respondent enquired why the Guidelines were not ad- As the scope of application of the EBA own-initiative Guidelines No change.
dressed to the whole financial sector. is Directive 2013/36/EU, Directive (EU) 2015/2366 and Directive

2009/110/EC, the Guidelines cannot be addressed to the whole
financial sector, but only to financial institutions subject to
those directives.

Responses to questions in Consultation Paper EBA/CP/2023/42

Guidelines EBA/GL/2024/14

2. Subject matter, scope and definitions

General comment One respondent asked for clarification on whether Guide- The scope of application of this set of Guidelines is not re- No change.

lines EBA/GL/2024/14 apply to all situations when a finan-
cial institution provides a service, and not just a transfer of
funds.

stricted to the provision of transfers of funds and crypto-assets,
and applies in all situations when a financial institution provides
a service under Directive 2013/36/EU, Directive (EU) 2015/2366
and Directive 2009/110/EC.
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General comment

Three respondents requested clarification on the definition

Article 2 point (1) of Directive 2014/1226 confirms the definition

Definitions amended,

of restrictive measures in the two sets of Guidelines. already used by the EBA: ‘Union restrictive measures’ meansre- in Guidelines
strictive measures adopted by the Union on the basis of Article EBA/GL/2024/15.
Four respondents requested changes to the definition of 29 TEU or Article 215 TFEU. For better clarity, the definition of
Sectoral restrictive measures in Guidelines targeted financial sanctions, and the definition of sectoral re-
EBA/GL/2024/15, as they are not only individual measures.  strictive measures  were amended in Guidelines
EBA/GL/2024/15.
4.1 Governance framework and the role of the management body
General comment One respondent asked to reflect the definition of manage- The Guidelines are to be read in conjunction with other EBA No change.

ment body, and in its supervisory function and its manage-
ment function as in other EBA Guidelines on internal gov-
ernance under Directive 2013/36/EU.

Guidelines mentioned in Section 3. Background and Rationale.
This list includes the Guidelines EBA/GL/2021/05 on internal
governance under Directive 2013/36/EU, which provides a defi-
nition of the management body in its supervisory function and
its management function.

Para. 4 and 11 point
e

Five respondents requested clarification on whether the re-
strictive measures strategy should emerge exclusively from
the restrictive measures exposure assessment.

Para. 2 provides that policies, procedures and controls should
be proportionate to the size, nature and complexity of the finan-
cial institution and to its restrictive measures exposure. Para. 4
explains that the management body is responsible for approving
the strategy for compliance with restrictive measures and
should be aware of the exposure to restrictive measures. The
strategy, stemming from the restrictive measures exposure as-
sessment, feeds the design of policies, procedures and con-
trols, which are proportionate to the size, nature and complexity
of the financial institution. The EBA clarified that the strategy for
compliance with restrictive measures informs the relevant poli-
cies, procedures and controls.

Para. 4 amended.

Para.6and 7

Three respondents asked for a definition of ‘parent under-
taking’.

Three respondents requested clarifications on the meaning
of ‘group management body’.

The Guidelines refer to Article 2 point (11) of Directive
2013/34/EU, which provides a definition of the parent undertak-
ing of a group.

Regarding the second comment, the EBA clarified that ‘group
management body’ refers to the ‘management body of the par-
ent company’.

Para.6and 7
amended.
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Para.8 and 9 Two respondents asked how the management body should The EBA underscores that, according to Article 88 of Directive Para.8and9
assess the effective functioning of the restrictive measures 2013/36/EU, the role of the management body in its supervisory amended.
compliance function. function is to assess the effectiveness of such a compliance
framework, but not the effective functioning of the restrictive
measures compliance function. Details are provided in Section
5.3 on effective restrictive measures policies and procedures.
Para. 9 Three respondents asked to clarify who and how to avoid The Guidelines EBA/GL/2021/05 on internal governance under No change.

conflict of interest.

Directive 2013/36/EU provide principles on how to avoid con-
flicts of interest.

Para. 11 point g Four respondents asked for clarification on the culture of

compliance with restrictive measures.

As compliance with restrictive measures is a legal requirement,
this provision was removed from the text.

Para. 11 former point
g deleted.

Para. 11 pointh One respondent asked for clarification on whether point h,
where the outsourcing of operational functions of the com-
pliance with restrictive measures complies with the EBA
Guidelines on outsourcing arrangements, only refers to out-

sourcing outside the group.

According to point 27 of the Background sections of the Guide-
lines EBA/GL/2019/02 on outsourcing arrangements, intra-
group outsourcing should be subject to the same regulatory
framework as outsourcing to service providers outside the
group.

No change (now point
g).

Para. 12 Five respondents asked for clarification on whether tasks
apply to all entities of the group and for clarification on the

meaning of ‘individual level’.

‘Individual levels’ has the same meaning as in the Guidelines
EBA/GL/2021/05 on internal governance under Directive
2013/36/EU (Section 7 para. 83): the individual level refers to
subsidiary level (parent undertakings and subsidiaries within
the scope of prudential consolidation).

Para. 12 amended.

4.1.3 The role of the senior staff member in charge of compliance with restrictive measures

General comment Six respondents requested more details on the role of the
senior staff member, and enquired whether this person can
also be the AML compliance officer, or arisk compliance of-
ficer.

Two respondents expressed that the appointment of a ded-
icated senior staff member for compliance with restrictive
measures should not be mandatory to allow for a risk-based

approach.

The EBA clarifies that, to the extent that this is justified by the
nature of the business of the obliged entity, including its risks
and complexity assessed through the restrictive measures ex-
posure assessment, and its size justify it, the functions of the
senior staff member responsible for compliance with restrictive
measures may be combined with other functions.

Para. 14 amended.

Para. 13 One respondent enquired about who assesses the suitabil-
ity and knowledge of the senior staff member responsible

for compliance with restrictive measures.

In line with the Guidelines EBA/GL/2021/05 on internal govern-
ance under Directive 2013/36/EU, and as mentioned in para. 13,
the management body ensures that the senior staff member re-
sponsible for compliance with restrictive measures has the re-
quired knowledge and understanding.

No change.
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Para. 15

One respondent asked to use the same wording as in the
EBA Guidelines on policies and procedures for compliance
management and the role and responsibilities of the
AML/CFT Compliance Officer, by using ‘should’ rather than

i3 ’

may’.

The EBA agrees with mirroring the wording of the Guidelines
EBA/GL/2022/05 on policies and procedures for compliance
management and the role and responsibilities of the AML/CFT
Compliance Officer.

Para. 15 amended.

Para. 17

One respondent asked the EBA to clarify that the senior staff
member responsible for compliance with restrictive
measures can be considered unique at group level and ap-
pointed only at parent company level, according to para. 17.
It is suggested to clarify that even for outsourcing of the
function within the group, the figure of the Group Manager
can be considered unique at group level and coinciding with
the figure appointed to the entity to which the function has
been outsourced.

According to the Guidelines EBA/GL/2021/05 on internal gov-
ernance under Directive 2013/36/EU, the management body of
the parent financial institution is responsible.

No change.

Para. 18

One respondent asked further guidance on whether the pol-
icies, procedures and controls are approved by the senior
staff member responsible for compliance with restrictive
measures or should be approved by the management body
as per para. 11 pointc.

As mentioned in Para. 11 point c, the policies, procedures and
controls are approved by the management body.’

No change.

Para.19c

Six respondents reacted to para. 19 which provides a non-
comprehensive list of information about which the senior
staff member responsible for compliance with restrictive
measures should inform the management body. Respond-
ents indicated that some statistics are difficult to calculate
or would duplicate other information. Specific statistical re-
quirements may differ either between financial institutions,
or between national authorities’ expectations. They re-
quested simplifying it. In addition, it was requested to clarify
that the activity report is an annual report.

This specific part of the guidelines has been significantly revised
and shortened.

Para. 19. c amended.

Para. 20

Two respondents asked whether the reference to interme-
diaries, distributors and agents implies that the review of
relevant policies, procedures and control results would in-
clude an assessment of the effectiveness of the parties
mentioned. Respondents recommended reducing the
scope of this requirement to direct branches and subsidiar-
ies, which are legally linked to the group.

Financial institutions have to be aware of the legal risks in rela-
tion to compliance with restrictive measures to which they are
exposed as a result of the distribution channels they use.

No change.
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4.2 Conducting a restrictive measures exposure assessment

Para. 23

Four respondents asked for more guidance on the calcula-
tion of ‘Likelihood’ to understand if the expectation is to de-
fine a level of coverage of the restrictive measures.

The same respondents also requested clarification on the
‘impact’, whether there is a reference to economic impact.

To determine geographic risk, one respondent asked
whether there are published lists of countries often used for
circumvention of restrictive measures.

The violation of restrictive measures is a criminal offence, as per
Directive (EU) 2024/1226 of the European Parliament and of the
Council of 24 April 2024 on the definition of criminal offences
and penalties for the violation of Union restrictive measures.
The likelihood of non-implementation and circumvention of
restrictive measures is about ascertaining how likely it is, given
the current operations and controls environment, in which this
issue of a criminal offence occurs.

Regarding the second comment, the prudential implications of
restrictive measures on the risk management function
encompass the need to assess the economic impact of
restrictive measures on the risk profile of the financial
institution.

Regarding the third comment, there is no publication of country
lists for sanctions, but the EU list of high-risk non-member
countries can provide some elements in relation to
circumvention of sanctions. Sources of information are listed in
para. 24. No changes were applied on that point.

No change.

Para. 23

Regarding the determination of customer risk, five
respondents requested clarification on the definition of
beneficial owner in the restrictive measures context.

One respondent noted that the requirement to assess
geographic links of beneficial owners and shareholders, to
countries linked to restrictive measures or circumvention of
restrictive measures goes beyond KYC requirements.

Four respondents explained that there is no legal
requirement as part of the KYC to collect data on the sector
the legal customers belong to, and suggested to delete this
requirement.

Regarding the first comment, the threshold of more than 50% is
to be used to assess the ownership through ownership interest
in the context of restrictive measures. When assessing benefi-
cial ownership through other means, Section VIII of EU Best
Practices for the effective implementation of restrictive
measures updated in July 2024 provides detailed examples of
such ownership through control.

Regarding the second comment, as part of the assessment of
geographical risk factors in KYC requirements, financial institu-
tions must obtain information on nationalities and usual place
of residence about natural persons on whose behalf or for the
benefit of whom a transaction or activity is being conducted. No
changes were applied on that point.

Para. 23 amended.
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proposals
One respondent suggested that the customer due diligence
measures to implement restrictive measures are based on  Regarding the third comment, financial institutions must under-
the KYC data gathered within the AML framework (No. 40 of  stand the nature of the customers’ business. No changes were
EU Best Practices for the effective implementation of applied on that point.
restrictive measures), so should not go beyond them.
Regarding the fourth comment, para. 40 of EU Best Practices for
the effective implementation of restrictive measures clearly
Two respondents recommended that the EBA add item ivto ~ States that ‘In some instances, the Regulations imposing
Section 4.2, para. 23(b) detailing identification of cus- financial restrictive measures may create additional obligations
tomer’s customer within the context of each particular ©N economic operators to “know their customers”.” No changes
transaction, where there exists a clear risk of sanction Were applied on that point.
breaches or circumvention.
Regarding the fifth comment, there is no obligation to screen the
customer’s customers in the context of customer due diligence.
Para. 24 Three respondents suggested that financial institutions The assessment of risks of non-implementation and evasion of No change.
may incorporate the restrictive measures exposure assess- targeted financial sanctions can be part of the ML/TF business-
ment into their existing AML/CFT risk assessment. wide risk assessment. However the scope of the Guidelines re-
fers to restrictive measures, which are broader than just tar-
Four respondents enquired about the sources of infor- geted financial sanctions. This means that a ML/TF risk assess-
mation that should be used to make such an assessment, ment that complies with Regulation 2024/1642 may not be suf-
highlighting that points b. to d. are formulated too broadly, ~ficientin the restrictive measures context.
so that their scope and the actual sources to be used re-
main unclear. Regarding the second comment, sources quoted in c and d al-
low financial institutions to have flexibility in respect of their
sources of information, with some examples quoted.
Para. 25 Three respondents asked whether the basis for retroactive The EBA confirms that a retroactive screening looks at past No change.

screening is the entry into force of the restrictive measure,
as financial institutions cannot reasonably suspect that
their previous screening system was inadequate or ineffec-
tive whereas the sanctioned person was not sanctioned yet.
Some respondents underscored that a decision should be
made when a system-deficiency is found out and not when
performing this annual risk assessment.

transactions after a new restrictive measures regime applies.
More guidance on testing a screening system is available in
para. 55 of the EBA Guidelines under Regulation (EU)
2023/1118.

56



FINAL REPORT ON GUIDELINES ON INTERNAL POLICIES, PROCEDURES AND CONTROLS TO ENSURE THE IMPLEMENTATION OF UNION AND NATIONAL RESTRICTIVE MEASURES

Comments

Summary of responses received

EBA analysis

European
Banking
Authority

eha

Amendments to the
proposals

Para. 26

Seven respondents suggested providing a defined fre-
quency to update the restrictive measures exposure as-
sessment and have trigger events considered only if they
significantly impact the risks.

Two respondents expressed that the review of the restric-
tive measures exposure assessment before the launch of a
new product delivery channel or new geographic area is be-
ing considered, is a very far-reaching requirement.

The business-wide risk assessment shall be kept updated and
regularly reviewed, including where internal or external events
significantly affect the risks associated. Para. 26 does not re-
quire an institution to undertake a comprehensive restrictive
measures exposure assessment at each trigger event, but men-
tions thatthe restrictive measures exposure assessment should
be reviewed, and only if necessary, updated. Examples of signif-
icant changes are provided in point a of para. 26 and an annual
update was implemented.

Regarding the second comment, financial institutions should,
before the launch of new products, services or business prac-
tices, identify and assess, in particular, the related money laun-
dering and terrorist financing risks, so the EBA will make no
change.

Para. 26 amended.

Para. 27 and 29

Four respondents stated that requirement in para. 29 ap-
pears to conflict with para. 27, and asked for clarification on
whether each entity in a group should perform its own re-
strictive measures exposure assessment based on a com-
mon methodology or whether a group-wide restrictive
measures exposure assessment should be carried out.
Given the variety of client, sector and restrictive measure
exposure profiles across the EU, respondents underscored
that the common methodology should allow for divergence
at a local level within each assessment pillar, e.g. customer
risk, product and services risk.

The EBA agrees that a common methodology should allow for
proportionality. The EBA deleted para. 27 and clarified in para.
29 that the group management body receives and aggregates
this exposure assessment from all entities of the group.

Para. 27 deleted and
para. 29 (now 28)
amended.

4.3 Ensuring the ongoing effectiveness of restrictive measures policies, procedures and controls

General comment

One respondent noted that further guidance in relation to
expectations arising as a result of sectoral or other non-list-
based restrictive measures would be helpful.

The EBA acknowledges that requirements of all restrictive
measures regimes would be taken into account, and not only
lists of targeted financial sanctions. Para. 31. b was amended
accordingly.

In addition, Section 4.2.4 of the set of Guidelines under Regula-
tion (EU) 2023/1113 provides details on Controls and due dili-
gence measures to comply with sectoral restrictive measures.

Para. 31 b (now 30 b)
amended.
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Para. 30 and 31 point  Eight respondents underscored that an immediate update The Instant Payments Regulation. Article 5d point (1) of Regula- No change.
b of lists of restrictive measures ‘as soon as they are pub- tion (EU) 2024/886 states that verifications take place ‘immedi-

lished’ was unrealistic, given the technical and personnel ately after the entry into force’ of restrictive measures.

restrictions, including labour law, for list updates that are

published late at night or on/over week-ends and bank holi-

days. Respondents suggested to use the term ‘as soon as is

reasonably practicable’ instead.
Para. 31 One respondent stated that the list of processes and proce- Para. 2 provides that policies, procedures and controls should No change.

dures might be excessive for financial institutions with very
low or limited exposure.

be proportionate to the size, nature and complexity of the finan-
cialinstitution and to its restrictive measures exposure.

Para. 31 point f and
Para. 32.a of Guide-
lines
EBA/GL/2024/15

Six respondents suggested to add ‘starting’ between swiftly
and investigating to address cases which require more time
for the investigations to be closed pending the acquisition
of necessary information and documentation as necessary.

The EBA agrees with the suggestion and amended the two sen-
tences in the two sets of Guidelines.

Para. 31 point f (now
30f)and Para. 32 a
(now 31 a) of Guide-
lines EBA/GL/2024/15
amended.

Para. 31 pointg

Two respondents asked to add the rejection of a transac-
tions and define rejection and suspension, with some sug-
gestions made.

Regarding the requirement to report to authorities, six re-
spondents suggested to replace 'without delay’ with ‘within
the timelines specified by national competent authorities or
the applicable restrictive measures regulation’.

Three respondents asked to clarify whether the expecta-
tion is for a report to be made to a relevant authority as
soon as a possible match is identified or only after such
match is identified as a positive match.

Point g of para. 31 refers only to true positive matches, so the
EBA agrees to add a reference to the rejection of transfers. The
EBA removed the reference to suspension of transaction, which
is relevant for further investigation of potential matches and ref-
erenced in point f of para. 31. However no definitions were
added as freezing is already defined in Article 2 point (5) of Di-
rective 2024/1226 and rejection and suspension follows Regu-
lation (EU) 2023/1113. Para. 31 is in line with para. 47 and para.
53 of the set of Guidelines under Regulation (EU) 2023/1113.

Regarding the second comment, the EBA agrees with the sug-
gestion and amended the Guidelines accordingly, similar to the
amendments made in para. 49 and para. 53 ¢ of Guidelines
EBA/GL/2024/15.

Regarding the third comment, the EBA confirms that only con-
firmed positive matches are to be reported.

Para. 31 (now 30)
amended.

Guidelines EBA/GL/2024/15 under Regulation (EU) 2023/1113

2. Subject matter, scope and definitions
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General comment

Two respondents asked whether other services provided by
PSPs such as technical services supporting the provision of
payment services without entering into possession of the
funds to be transferred, or card payments schemes’ infra-
structure are out of scope of the Guidelines.

According to Art 2 point (3) subparagraph (b) of Regulation (EU)
2023/1113, the Regulation does not apply to transfers of funds
carried out using a payment card, provided that the number of
that card, instrument or device accompanies all transfers
flowing from the transaction.

No change.

General comment

Six respondents noted that the definition of sectoral restric-
tive measures is not clear as to the scope of the sanctions
intended to be covered and suggested deleting ‘against in-
dividually designated persons and entities’.

The EBA amended the definition accordingly.

Definition amended.

General provisions

Para. 1

One respondent suggested possibly integrating the ‘restric-
tive measures exposure policies and procedures’ in the
same policies and procedures dedicated to AML/CFT.

The assessment of risks of non-implementation and evasion of
targeted financial sanctions can be part of the ML/TF business-
wide risk assessment. However the mandate of the Guidelines
refers to restrictive measures, which are broader than just tar-
geted financial sanctions, so business-wide ML/TF risk assess-
ment may not be sufficient to capture all risks relating to restric-
tive measures. In addition, the goal of AML/CFT and of restrictive
measures policies, procedures and controls are different. As
such, policies, procedures and controls to ensure the imple-
mentation of restrictive measures should be drafted according
to the restrictive measures exposure assessment and cannot be
only a subset of AML/CFT policies and procedures.

No change.

4.1.1 Choice of screening system

General comment
and Para. 4

Three respondents requested clarification that there is no
need to change the whole screening system after each ex-
posure assessment. Respondents suggested that the re-
strictive measures exposure assessment could help iden-
tify any weaknesses in the current screening systems.

The EBA does not imply that each review of the restrictive
measures exposure assessment should imply the change of the
whole screening system. Paras. 54 and 55 provide guidance for
PSPs and CASPs to review the performance of the screening
system, in line with the updated restrictive measures exposure
assessment.

Para. 4 amended.

Para. 7

One respondent noted that the system’s capabilities and
limitations are already to be documented under Regulation
(EU) 2022/2554 (DORA).

According to Article 3 point (7) of Regulation (EU) 2022/2554 a
screening system is considered an ‘ICT asset’, which means a
software or hardware asset in the network and information sys-
tems used by the financial entity. According to Article 8 point (4),

Para. 7 amended.
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financial entities shall identify allinformation assets and ICT as-
sets and shall map the configuration of the information assets
and ICT assets. According to Article 8 point (5), financial entities
shall identify and document all processes that are dependent
on ICT third-party service providers. The EBA agrees to add a ref-
erence to Regulation (EU) 2022/2554.

Para. 8

One respondent asked for more granularity and suggested
that policies and procedures should also outline specific
lists to be implemented, document the procedures of work-
ing with the lists and their application, taking into account
the products or services involved and locations where the
products or services are offered to the customers.

Para. 9 provides guidance on the goal of policies and proce-
dures to manage lists.

No change.

Para. 8

Two respondents asked for greater clarity around the use of
the term ‘international restrictive measures’, suggesting
that the guidelines should specify the principles under
which institutions may apply lists of international sanctions
(e.g. USA, UK) that are not directly applicable in EU territory.

The EBA agrees to clarify the paragraph with a reference to re-
strictive measures applicable to a financial institution, bearing
in mind that applicable national restrictive measures could also
include non-EU countries.

Para. 8 amended.

4.1.2 List management

Para. 9 point b.

One respondent asked how the delay of update of lists
should be understood, whether with respect to the date of
publication in the EU Official Journal or with respect to the
availability of the xml. file.

Article 5d point (1) of Regulation (EU) 2024/886 states that veri-
fications take place ‘immediately after the entry into force’ of re-
strictive measures, which means the date mentioned in the EU
Official Journal. This is confirmed in answer to question 161 in
the Clarification of requirements of the Instant Payments Regu-

lation®®. The EBA proposes to use the same wording as that in
the Instant Payments Regulation.

Para. 9 amended.

4.1.3 Defining the set of data to be screened

General comment

One respondent asked to clarify that according to Section
4.1.3, PSPs are required to define in their policies and pro-
cedures the types of data they will screen for each type of
restrictive measure. However, Section 4.1.4, paras. 17-18,
then sets out the information that must be screened.

Para. 17 and 18 list the type of basic data to be screened when
screening customers, relevant either for natural persons or for
legal persons, specifying that those data should be screened
according to the type of applicable restrictive measures, which
is in line with Section 4.1.3. The objective of Section 4.1.3 is to

No change.
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require the financial institution to determine and document
which data categories should be screened against to ensure
that the screening results provide the most accurate results.

Para. 11

One respondent noted that the term ‘all data’ is too general.
Respondent enquired whether it meant only the data saved
in the database or also additional data, e.g. organisational
charts provided by the client that are not machine readable
or filed systematically.

The paragraph refers to all data held by the PSP or CASPs on
their customers, including the data collected under the applica-
ble AML/CFT legal framework.

No change.

Para. 11 pointb

One respondent stressed a technical limitation for CASPs
to screen transactions effectively if the data received is not
accurate. If there is a big delay in transaction information,
CASPs perform the transfer and then perform the screening
retrospectively, as real-time screeningis also dependent on
the timing of when a CASP gets the data from a third party.

The paragraph refers to the data to be screened and does not
provide any information on the timing of the screening. This tim-
ing is addressed in Guidelines 4.1.4 and 4.1.3.

No change.

Para. 12

One respondent explained that data collection obligations
concerning counterparty customers going beyond Regula-
tion (EU) 2023/1113 should be avoided. However, the bene-
ficiary information required under Article 14/2, i.e. name,
distributed ledger address and crypto-asset account num-
ber, often proves insufficient for reliably assessing whether
the beneficiary is subject to restrictive measures. Respond-
ent suggested that CASPs should have the discretion to
gather additional information from their own customers,
without the obligation to send or receive this additional in-
formation to/from the counterparty CASP.

Two respondents suggested to insert ‘reasonably’, given
that the volume of targets within the population is such that
financial institutions should be expected to have the data to
enable them to reasonably determine that the person is
subject to restrictive measures.

The EBA clarifies that when the counterparty customer infor-
mation collected in compliance with Regulation (EU) 2023/1113
is insufficient for effective compliance with restrictive
measures, PSPs and CASPs should follow the guidance under
para. 22.

Regarding the second comment, guidance is provided in Section
4.2 on Due diligence and verification measures for alert analy-
sis.

No change.

Para. 12, para. 16
point b. iii. and para.
18 pointb

Three respondents asked for a definition of proxy, three re-
spondents asked for the meaning of person known to be
connected with the customer and five respondents asked
for clarification on the meaning of ‘persons authorised to
act on behalf of the customer’.

The EBA will use the terminology in line with the Update of the
EU Best Practices for the effective implementation of restrictive
measures from July 2024.

Para. 12,16 and 18
amended.
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Para. 13

Three respondents explained that white lists are automati-
cally reviewed so no manual review would be needed.

Three respondents asked to replace ‘immediately’ by with-
out undue delay or as soon as is practicable.

The current drafting of the paragraph does not require only a
manual review and does not preclude an automatic review.

Regarding the second comment, as explained for para. 9, Article
5d point (1) of Regulation (EU) 2024/886 states that verifications
take place ‘immediately after the entry into force’ of restrictive
measures. This is confirmed in the answer to question 158 of the
Clarification of requirements of the Instant Payments Regula-

tion?°. Any time elapsed between the entry into force of a new or
amended targeted financial restrictive measure and verification
of own clients should be as short as possible to ensure compli-
ance of PSPs with their obligations under the EU Council Regu-
lations adopted in accordance with Article 215 TFEU, which im-
pose the ‘obligation of result’ and are in most cases applicable
on the day of their publication in the Official Journal. PSPs are
expected to change and, to the extent possible, automate their
internal processes as necessary to make this time gap the short-
est period possible. The policy expectation for the acceptable
duration of this time gap is represented by the use of the notion
‘immediately’ as opposed to ‘as soon as possible’ or ‘without
undue delay’.

Para. 13 amended.

4.1.4 Screening the customer base

Para. 16

Three respondents noted that both a) and b) appear to be
applicable to ‘all’ customers — rather than only the first and
asked for clarification on why a distinction was made be-
tween the scenarios.

Two respondents underscored that there is no system for
customer screening before making a transfer, as the
screening of customer is done before onboarding and on an
ongoing basis as per pointii) and a.)

Both points a and b of para. 16 refer indeed to trigger events that
are relevant to all customers, so the EBA clarified accordingly.

Regarding the second comment, the EBA acknowledges that
screening of customers before a transfer is carried out as part of
the screening of transaction, so this point b. i was amended.

Para. 16 amended.
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Para. 17

One respondent asked for the EBA to confirm its expecta-
tions for screening any third parties involved in the transac-
tion, such as any independent beneficiaries. The respond-
ent noted that access to information concerning unrelated
third parties might be difficult to obtain.

Eleven respondents explained that international targeted fi-
nancial lists do not contain the names in the original format
(for instance in Chinese letters) but rather in Latin letters.
Financial institutions are not able to identify all varie-
ties/transcriptions of customer names and can only rely on
the varieties indicated in official sources (e.g. identity doc-
ument, extract from the register).

Six respondents expressed divergent views regarding the
screening of date of birth. Half of the respondents explained
that screening the date of birth on its own would generate a
massive number of false positives in the screening tools.
However, those respondents confirmed they use the date of
birthin ordertovalidate or discard a screening match. Other
respondents explained that the date of birth is used with the
name at the beginning of the screening stage. Respondents
suggested it should be left to the PSPs/CASPs to decide
whether to take the date of birth into account during the
screening process or to manually check it during alert han-
dling.

Four respondents explained that a requirement to screen
aliases, without clarifying what weak or low-quality aliases
are, would lead to a significant increase in false positives
with no benefit for the objective pursued. Respondents sug-
gested a risk-based approach for screening of aliases, i.e.
whether to screen weak or low-quality aliases or not. Simi-
larly, respondents suggested to provide an exception where

This paragraph refers only to the screening of customers, and
not to the screening of transactions and the relevant parties in-
volved in a transaction. However, para. 18 provides guidance on
the persons to be screened as part of the customer screening.
No change was applied on that point.

Regarding the second comment, the EBA agrees that recording
the screening of transliteration is not a mandatory requirement
and should be carried out only if available. The text was
amended accordingly.

Regarding the third comment, the EBA clarifies that the word
‘and’ at the end of subparagraph a of point a means that the
screening of the date of birth is not carried out in isolation, but
with the screening of the first name and surname. No change
was applied on this point.

Regarding the fourth comment, the EBA clarifies that PSPs and
CASPs can choose not to screen information in point ¢ of
para.17 if duly justified through the restrictive measures expo-
sure assessment. This means that the reasons for the decision
are clearly stated and are justified (including with testing) and
relevant risks that arise from such a decision are outlined. This
point was amended accordingly.

No change.
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common short names or three-letter acronyms generate
high volumes of false matches.

Para. 18

Four respondents asked to clarify whether ‘available’ in this
context is intended to mean available via the annexes of re-
strictive measures regulations or via another source. Re-
spondents suggested to amend by ‘available as a conse-
quence of the application of the financial institution’s cus-
tomer due diligence measures, in compliance with the pro-
visions of Article 13 of Directive (EU) 2015/849’.

Seven respondents asked for clarification of the definition
of beneficial owner, to know whether the definition from the
AML framework with 25% threshold was used or the 50%
threshold is expected as in the restrictive measures con-
text.

Six respondents suggested to replace ‘persons connected
to the customer’ with ‘persons controlling the customer’,
with a confirmation of the criteria for assessing control. The
use of ‘within the management or ownership structure’
would introduce a new, more onerous, standard.

This paragraph refers to the information available as part of the
financial institution’s customer due diligence measures.

Regarding the second comment, the threshold of more than
50% is to be referred to as explained in the 2024 update of EU
Council Best Practices for the effective implementation of re-
strictive measures and the EU Council Sanctions Guidelines be-
ing updated in 2024.

Regarding the third comment, former point c of para.18 refers to
persons who may be controlling the legal entity by means other
than ownership interest, as detailed in the 2024 update of EU
Council Best Practices for the effective implementation of re-
strictive measures.

Para. 18 amended.

Para. 19

Three respondents asked why only the address of the bene-
ficiary should be screened. One respondent mentioned its
appreciation of the reference ‘to the extent that this infor-
mation is available’ in para. 19, as not every address is avail-
able.

The EBA agrees that both the address of the customer and the
beneficiary should be screened, to the extent that the infor-
mation on wallet addresses is available in the restrictive
measures. The requirement to screen the customer’s wallet ad-
dress was included in para. 17 on screening customers and
added in para. 22 on screening transfers of crypto-assets.

Para. 17 and 22 (now
21) amended. Para.
19 deleted.

4.1.5 Screening of transfers of funds and crypto-assets

Para. 20

Eleven respondents asked for clarification of the scope of
applicability of these guidelines in relation to instant credit
transfer payments, as the first subparagraph of Article 5d
point (2) of Regulation (EU) 2024/886 specifically prohibits
the screening of SEPA IP transactions against the EU sanc-
tions list.

The Guidelines align with the requirements set out for the spe-
cific cases covered in Article 5d of Regulation (EU) No 260/2012.
According to the second subparagraph of Article 5d point (2) of
Regulation (EU) 2024/886, the prohibition of screening SEPA in-
stant payment transactions is ‘without prejudice to actions
taken by PSPs in order to comply with’ national restrictive

Para. 20 (now 19)
amended.
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measures and EU restrictive measures that are not targeted fi-
nancial sanctions. In addition, answer to question 166 in the
Clarification of requirements of the Instant Payments Regula-
tion3° explains that if a financial institution needs to assess the
possible ownership, management or control of instant credit
transfer funds to a person or entity subject to targeted financial
sanctions of the European Union, and if such a person or entity
isindicated in the payment details and if it is not possible to ver-
ify the payment details concerned via the (at least) daily screen-
ing of information related to own clients, required by Article
5d(1), that checking of payment details for such purpose is not
prevented by Article 5d(2), first subparagraph.

Para. 20, para. 21
and 22 point a

Six respondents argued against the screening of all trans-
fers, saying that some exemptions were envisaged in sev-
eral national legislation not to screen domestic transfers.
Respondents suggested amending the obligation so the
need for intra-EU screening is based on technical feasibility
and the results of the exposure assessment. Respondents
noted that while screening ‘all parties to transfers of funds’
is universally accepted as being necessary for cross-border
payments (e.g. via the SWIFT system), this requirement is
not appropriate for domestic or intra-EU payments.

The EBA clarifies that very few EU Member States provide, in line
with a risk assessment carried out at national level, clear re-
quirements not to screen some specific national transactions.
There is no risk assessment of all kinds of intra-EU transfers of
funds that would prohibit the screening of all intra-EU transfers
of funds. However, Regulation (EU) 2024/886 prohibits the
screening of some specific intra-EU transactions (Article 5d(1)).

No change.

Para. 20

Two respondents explained that CASPs cannot screen
transfers before completion when a CASP is on the receiv-
ing end. Due to the immutability of the blockchain network,
itis technically impossible to screen incoming crypto-asset
transfers before their execution. While there are technical
capabilities to screen the mempool (the queue of transac-
tions yet to be executed on the bitcoin blockchain), this en-
tails numerous complexities and often does not provide
certainty. The best effortin the sector will therefore likely re-
sult in segregation of assets until information is received to
screen all parties.

The EBA agrees that there are technical limitations and amends
the Guidelines by replacing ‘completion’ with ‘making the funds
available’, in line with Regulation (EU) 2023/1113.

Para. 20 (now 19)
amended.
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Para. 21 and 22 point
c

One respondent asked for clarification regarding the re-
sponsibilities of individual types of PSP participating in the
implementation of the transaction. Regardless of the role a
PSP playsin a given transaction, each PSP should recognise
and evaluate the risks and controls used by the PSP with
which it has a direct relationship. One other respondent on
22.c explained that, considering that all intermediaries are
supervised entities required to comply with the same sector
regulations, it would be too onerous and ineffective to in-
clude the intermediary institutions, correspondents, with
screening of identification codes such as BIC, SWIFT and
others.

According to Regulation (EU) 2023/1113, compliance is the
responsibility of the payer’s PSP, the IPSP and the payee’s PSP.
Each PSP should recognise and evaluate the risks and controls
used by the PSP with which it has a direct relationship. Each PSP
should also screen details of the PSP with which it has a direct
relationship.

No change.

Para. 22

Six respondents explained that the mandatory screening of
purpose of fund transfer would be too burdensome, claim-
ing that the informative value is often low. Respondents
also explained that screening free-text fields which are
broadly used across the industry like, standardised codes
would lead to a significant increase in false positives. Some
respondents suggested that as this free-text information is
not always mentioned in payment messages, it should be
screened only when provided. Respondents suggested a
risk-based approach to screening free-text fields.

Three respondents asked for more specific guidance rele-
vant to different types of transactions, such as elements to
screen in a trade transaction or an FX settlement.

Three respondents explained datasets listed in points b)
and d) are not required under Regulation (EU) 2023/1113.
They suggested that the supplementary information could
then be used to support the analysis of alerts in instances
where doubt arises regarding the accuracy of a match, in
line with para. 34 of the Guidelines.

The EBA acknowledges that information on screening purpose
(c) and other details (e) of the transfers, para. 22 are not manda-
tory information required under Regulation (EU) 2023/1113.
However all fields that may be relevant for assessing whether
the transaction is affected by restrictive measures should, at
least, be compared against the entries in the restrictive
measures list or package. The EBA amended those two points to
clarify thatitis subject to the availability of the information avail-
able and subject to the restrictive measures exposure assess-
ment. This is now also in line with para. 39.

Regarding the second comment, financial institutions should
through their risk exposure assessment understand which ele-
ments are relevant to assess, whether a certain type of transac-
tion is affected by restrictive measures. Some guidance is avail-
able in Section 4.2.4 on Controls and due diligence measures to
comply with sectoral restrictive measures.

Regarding the third comment, the EBA agrees with the
suggestion.

Para. 22. (now 21)

amended.
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Para. 23

Four respondents questioned introducing a data validity re-
quirement into sanction screening and how this require-
ment can be reconciled with the requirement of Article 4 of
Regulation (EU) 2023/1113 which limits the information that
is strictly required to be present in intra-EEA transactions.

Respondents also noted the need to determine the institu-
tion's responsibility in terms of pre-transaction and post-
factum screening to ensure reliable fulfilment of such an
obligation. Other comments suggested that the Guidelines
should require a follow-up and reporting on any info ob-
tained subsequently, and how to provide notifications
about such situations (e.g. processing a transaction for
which aviolation of sanctions was established as a result of
post-trade monitoring).

Two respondents noted that if the PSP doesn't send infor-
mation about the transfer, CASPs won't receive it, relying
solely on beneficiary details they already have. Despite this,
CASPs can't technologically reject the transfer: any refusal
would still lead to a refund or a new outgoing payment from
the CASPs’ crypto address, even if they choose to for rea-
sons like blockchain analysis or internal risk assessment.

The paragraph does not introduce a data validity requirement, in
line with requirements under Regulation (EU) 2023/1113, butin-
structs institutions to screen all information obtained, whether
before or after the transfer is executed. This point was clarified
accordingly in the text.

Regarding the second and third comments, the paragraph does
not provide guidance on the liability as the provisions of Regula-
tion (EU) 2023/1113 apply.

Para. 23 (now 22)
amended.

Para. 24

One respondent suggested expanding to consider know
your transaction (KYT) and blockchain analysis more fully.
KYT analysis software is not limited only to transaction
monitoring, but may also undertake wider social and envi-
ronmental screening.

This paragraph refers to a technical specificity for CASPs. The
Guidelines are technology neutral regarding the monitoring of
transfers of funds and advise PSPs to carry out a full analysis for
ongoing monitoring requirements, whether through KYT analysis
software or other options.

No change.

4.1.6 Calibration

Para. 25

Six respondents noted that the Guidelines seem to primarily
focus on name screening and would like to highlight the
possibility of including more data fields. Some respondents
however underscored that fuzzy matching is not appropri-
ate for all fields such as Bank Identifier Codes. In addition,

The EBA clarifies that fuzzy matching can be applied to all free-
format information, whether for targeted financial sanctions or
sectoral restrictive measures. The EBA confirms that only exact

Para. 25 (now 24)
amended.
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respondents explained that not all screening systems use a
screening tolerance that is expressed in percentages.

Two respondents asked to define true positive and alert
quality.

matching can apply for structured identifiers (such as ISO coun-
try codes, BICs, LEIs). The EBA clarified in the text that the
screening tolerance is not always expressed in percentages.

Regarding the second comment, the EBA clarifies that a screen-
ing system should not only alert on exact match (when an alert
is generated if the system is presented with data that exactly
matches a data in the screening list), but also when certain ma-
nipulations are made. A true positive match refers to an unam-
biguous identification.

4.1.7 Reliance on third parties and outsourcing

Para. 27

Three respondents explained that intra-group outsourcings
do not always present the same risks as third party out-
sourcings given the specifics of an intra-group relationship.
Respondents suggested that institutions may adapt the
level of requirements that are applied to intra-group out-
sourcings to take account of the group nature of the rela-
tionship.

One respondent suggested that current text in para. 27
point b refers instead to existing Guidelines and legislation,
such as DORA.

According to para. 27 of the Guidelines EBA/GL/2019/02 on out-
sourcing arrangements, intra-group outsourcing is subject to
the same regulatory framework as outsourcing to service pro-
viders outside the group.

Regarding the second comment, the EBA added in a new para.
30 a reference to Regulation (EU) 2022/2554, but kept the key
principles listed in the Guidelines.

Para. 27 (now 26)
amended and new
para. 30

4.2.1 Policies and procedures for the management and analysis of alerts

Para. 32 point a

One respondent suggested to replace steps for processing
an alert ‘without delay’ by ‘without undue delay’.

The EBA aligned the wording with the redrafting of para. 31 point
f of the Guidelines EBA/GL/2024/14.

Para. 32 amended.

Para. 32 point d and
Para. 33

Nine respondents explained that the four-eye principle is
relevant to higher-risk cases, but believe it is disproportion-
ate for dismissing obvious false or for small financial insti-
tutions. Respondents suggested adding ‘or other quality as-
surance measures’ after ‘two people’, or providing for the
intervention of a person after an initial exclusively auto-
matic check to make clear it is just being given as an exam-
ple and is not an expectation. In para. 33 one respondent

The EBA agrees to offer more proportionality with the restrictive
measures exposure assessment, and clarified that the review by
two people should be carried out in higher exposure situations.

Regarding the comment in para. 33 about the ‘trained staff’,
this sentence refers to the adequate expertise and skills of staff
working on the analysis of alerts. The paragraph was clarified.

Para. 32 and 33
amended.
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suggested that only serious alerts would need to be re-
viewed by trained staff, or CASPs could alternatively use a
risk-based approach to decide when reviews by trained
staff are needed.

4.2.2 Due diligence measures for alert analysis

Para. 34

Two respondents suggested replacing ‘may hold’ with ‘may
hold and/or obtain’ in order to reduce the number of rejec-
tions due to insufficient information. One respondent asked
for clarification on the ‘not used at screening stage’, ex-
plaining that most of the time, false positives are identified
by staff using data screened during the screening stage, but
not properly used because of fuzzy matching.

The EBA agrees to clarify that additional information can be ob-
tained, as it is in line with Regulation (EU) 2023/1113 and the
Guidelines EBA/GL/2024/11 ‘Travel Rule Guidelines’.

The paragraph refers to information not used at the screening
stage, but the intention is to use all information available so
PSPs and CASPs can use information they have several times.

Para. 34 amended.

Para. 35

One respondent asked to clarify to whom (‘to person’) one
should refrain from providing financial services: in cus-
tomer screening it means the person who is the target of the
alert, butin transaction alerts, there are more than one per-
son involved.

Eight respondents explained that such interim freezing of
assets and rejection of processing payment instructions if
there is insufficient information should be set forth in legal
EU requirements in order to prevent (civil) liability for finan-
cial institutions. It would considerably slow down pro-
cessing of funds given the high number of false positives
generated by the screening tools. Some respondents sug-
gested that the guidelines recognise that firms need to
weigh the risks of continuing to proceed with providing ser-
vices while investigating whether a match is a true positive.

Two respondent asked to replace ‘to conclude with cer-
tainty’ as CASPs are not enforcement institutions. It is
merely possible for them to conclude ‘with utmost care’ in-
stead of ‘with certainty’.

The EBA acknowledges that in the case of screening of transac-
tion, the person can be either parties of a transfer. The text was
amended accordingly.

Regarding the second comment on the suspension of transac-
tions, thisrequirementis a tool to protect the PSP or CASPs from
providing funds to a designated person or entity and avoid the
risk of non-implementing restrictive measures.

Regarding the third comment, the paragraph refers to a situation
when it is not possible to decide whether it is an unambiguous
identification or not.

Para. 35 amended.
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4.2.3 Assessing whether an entity is owned or controlled by a designated person

Para. 37

Regarding para. 37, two respondents asked that in order to
assess whether an entity is owned or controlled by a desig-
nated person, PSPs should apply the criteria referred to in
(a), and not the criteria under the AML/CFT framework to
identify beneficial owners as referred to in (b). Respondents
asked to clarify whether criteria listed in para. 37 apply in
the alternative or cumulatively.

One respondent explained that the requirement to consult
relevant beneficial owners registers brings no added value
as beneficial owners are already determined and regularly
updated as part of the KYC required under the AML frame-
work. Another respondent underscored that access to ben-
eficial owner registers differs from one MS to another.

The paragraph refers to the different possibilities of owning Para. 37 amended.
and/or controlling a legal entity without an ownership interest.

Both the 2024 update of EU Council Best Practices for the effec-

tive implementation of restrictive measures and the EU Council

Sanctions Guidelines being updated in 2024 provide a list of de-

tailed criteria to take into consideration.

Regarding the second comment on the use of beneficial owner-
ship register, Article 10(9) of Directive (EU) 2024/1640 provides
that central beneficial ownership registers must check whether
information held concerns designated persons and entities and
indicate this information in the register.

4.2.4 Controls and due diligence measures to comply with sectoral restrictive measures

Para. 40

One respondent suggested providing concrete examples
regarding the free-text fields of transactions, such as ‘Ex-
amples of screening of other fields requiring particular at-
tention based on reports of suspicious transactions availa-
ble to national regulators’ and ‘best practices of screening
free-text fields, since general screening of these fields does
not tend to produce high quality alerts’.

Examples of such cases can be found in national guidance. No change.

Para. 40

Two respondents requested more details on rules for apply-
ing sectoral sanctions (e.g. embargoes, restrictions on the
provision of services to particular categories of persons and
entities) in the case of payment processing. Respondents
also enquired about the responsibility that rests with the fi-
nancial institution, from two perspectives: 1) obligations re-
lated to transaction processing; 2) obligations of the PSP as
a risk manager of its client base (for which due diligence
procedures are performed). Many of the prohibitions within
the definition of ‘sectoral restrictive measures’ do not apply

The EBA’s mandate is to draft guidelines on internal policies, No change.
procedures and controls to ensure implementation of restric-

tive measures, not to clarify the implementation of restrictive

measures.
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to fund transfers, e.g. the definition of ‘financing or financial

assistance’ specifically excludes payments. Respondents

considered that requirement to introduce controls at a

funds transfer level therefore does not align with the prohi-

bition.

Four respondents asked for clarification as to whether ‘all  All underlying information relating to a transfer means all infor- No change.
Para. 40 underlying information’ is to be understood as includingthe  mation in the messaging of the transfer and any instructions ac-

information within the transfer itself. Respondents companying the transfer.

acknowledged that screening for the involvement of parties

subject to non-asset-freeze restrictions but listed inthe an-  p5r4 42 of the Guidelines already provides types of controls

nexes to EU regulations aligns with standard processes. Re-  ,therthan screening.

spondents suggested also mentioning other types of con-

trols.
Para. 40 Five respondents suggested that the financial institution The EBA acknowledges that the targeted screening of relevant Para. 40 amended.

should decide how to manage the risk associated with sec-
toral restrictive measures and which information to screen
as a consequence. Respondents noted that transfers of
funds are screened only on the basis of contained infor-
mation related to specific jurisdictions and not on the basis
of customer activity / exposure on such jurisdictions.

Some of the respondents asked for supportive indicators to
help for assessments of geographical risks. Two respond-
ents explained that financial institutions do not have infor-
mation on the ‘habitual residence or place of activity’ in
practice and suggested aligning the terminology with AML
KYC requirements. In the same section, also, screening
against the place of birth as such does not yield meaningful
results since the place of birth may give an indication of the
nationality, but nationality regimes differ.

Some respondents emphasised that it is not possible to as-
certain with certainty the country from which a crypto-asset
transfer is initiated or executed.

fields should be in line with the restrictive measures exposure
assessment.

Regarding the second comments, geographical data needs to
be collected for KYC purposes. For individual persons, the place
of birth in addition to the nationality and the usual place of resi-
dence need to be collected. For legal persons, the principal
place of businesses should be recorded. The wording of the
Guidelines was amended accordingly.

Regarding the third comment, the EBA acknowledges that it is
not possible to ascertain with certainty the country from which
a crypto-asset transfer is initiated or executed.
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Para. 41

Seven respondents explained that there are no integrated
geolocation tools in screening systems of Fis. Yet one re-
spondent confirmed that CASPs have IP log-in algorithms.
Respondents suggested accounting for each CASP’s /
PSP’s chosen risk-based approach.

The EBA confirms that ‘if warranted by the restrictive measures
exposure assessment’ means that the use of geolocation tool is
not mandatory.

No change.

Para. 42

Three respondents asked for clarification that examples of
controls should be deemed appropriate rather than be a
mandatory requirement for all PSPs and CASPs. One other
respondent suggested not to focus on dual-use goods only,
but also include goods subject to sectoral restrictive
measures.

The paragraph was amended to reflect the drafting suggestion
on the link with the restrictive measures exposure assessment.
The paragraph now also makes reference to ‘subject to sectoral
restrictive measures’.

Para. 42 amended.

4.2.5 Due diligence measures to detect attempts to circumvent restrictive measures

Para. 44 and 45

One respondent noted that CASPs already perform such an
analysis, as in certain Member States these are obligatory
annually; also, most CASPs pool data quarterly to see the
corridors and flows of payments, as they monitor their cli-
ents asin para. 46. The respondent emphasised the need to
collaborate between CASPs and the PSPs that report this in-
formation to FIUs and the FIUs that investigate these in-
stances of circumvention of restrictive measures.

The EBA agrees that asking for and receiving more feedback
from FIUs is critical. This situation is however covered by 44.b
andc

No change.

Para. 45 Pointsatoc

Two respondents asked for clarification as to whether
checks should be carried out on an ex post sample basis
driven by concerns identified through business-as-usual
transaction processing.

Another respondent explained that the notions of omitting,
deleting or altering information are self-explanatory and
need not to provide examples.

This paragraph refers to detection of possible circumvention of
sanctions. As the circumvention of sanction is a predicate of-
fence to money laundering, and that attempted transactions
should be detected under the AML/CFT framework, PSPs and
CASPs should be able to detect not only concluded transac-
tions, but also attempted ones. No change was made on this
point.

Regarding the second comments, the EBA agrees to remove
from 45.a ‘such as empty fields or meaningless information’.

Para. 45 amended.

Para. 46

One respondent considered the current wording as too
vague, noting there is no objective information about such
countries known to be used to circumvent restrictive
measures.

There is no publication of country lists for sanctions, but para.
44 provides that PSPs and CASPs should stay informed of such
risks and refers to multiple sources of information. In addition
the EBA analysis provided in response to comments received on
para. 24 of the Guidelines EBA/GL/2024/14 mention that the EU

No change.
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list of high-risk non-member countries can provide some ele-
ments in relation to circumvention of sanctions.

4.3.1 Suspending the execution of transfers of funds and freezing of funds

Para. 47 and para. 53
point b (also para. 31
point g of Guidelines
EBA/GL/2024/14)

Sixrespondents asked to clarify that suspension is triggered
only by there being a confirmed/true match, and that there
is no obligation to suspend at the point of a possible match.
Respondents enquired whether suspension means also the
suspension of all financial services to the benefit of all cus-
tomers for which a customer screening alert is pending. Re-
spondents considered this scope disproportionate to the
objective as false alerts represent the vast majority of the
alerts. In addition, blocking funds of non-sanctioned parties
may result in civil claims and damages for non-execution of
a payment order.

Four respondents suggested replacing ‘without delay’ by as
soon as possible without introducing risk’ as this better re-
flects the best practical reality achievable.

In line with point g of para. 30.g of Guidelines EBA/GL/2024/14,
para. 47 refers to suspension of transaction, which is relevant
for further investigation of potential matches.

In order to avoid confusion between suspension of transactions
that are potential matches and the non-execution of transac-
tions that would be in violation of sectoral restrictive measures,
the EBA replaced the word ‘suspend’ with ‘stop the execution’
in para. 48.

Regarding the second comment, in line with para. 30 point g of
Guidelines EBA/GL/2024/14, the EBA reminds that once a posi-
tive true match is confirmed, the freezing of assets or the non-
execution of a transaction should take place immediately as no
doubt subsists and should delay the implementation of restric-
tive measures. The EBA replaced ‘without delay’ by ‘immedi-
ately’.

Para. 47,48 and 53
(now 52) amended,
new para. 49.

Para. 47 points a.
and b.

Four respondents asked for clarification on the definition of
freeze and suspend for CASPs, and links to instructions by
FIUs. Respondents explained that CASPs can either 1. re-
fuse the payments and give back the funds to the address
provided or 2. freeze the funds only once local authorities
(FIUs) have told the CASP what to do with those funds, as
CASPs need a legal basis to hold these funds, otherwise the
funds in question would be confiscated and held by CASPs
illegally. So the BVC WG suggests that a way forward is for
the CASPs to freeze the payment until the local authorities
decide what CASPs should do with that payment.

Respondents requested guidance in situations where
CASPs decide to suspend the payment and especially

The EBA acknowledges the technical possibility for CASPs,
which can only pool the transaction in a suspense account until
a decision is taken by the relevant national authority competent
for the implementation of restrictive measures.

Regarding the second comment, FIUs are not addressees of the
EBA Guidelines.

New para. 49 in new
Section 4.3.2.
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about what CASPs should do while waiting for FIUs to de-
cide what CASPs should do with frozen funds. One respond-
ent added that if the address that the CASPs received has
expired, the use of one-time addresses could create prob-
lems.

Para. 48

Sixrespondents asked for clarification on the information of
customers. Fulfilment of such a requirement could suggest
the provision of legal counsel by the financial institution,
contrary to restrictions on legal counselling competencies,
or give the impression of helping the customer to circum-
vent sanctions.

Para. 48 refers to the possibility for designated persons and
entities to request an authorisation to use their frozen funds or
economic resources. This was clarified in the text.

Moved under para. 53
in Section 4.3.4.

4.3.3 Reporting measures

Para. 49

One respondent suggested that it would be disproportion-
ately burdensome for organisations to report in all circum-
stances suggested, particularly where internal investiga-
tions into alerts were still being conducted. The respondent
suggested that the guidelines limit reporting obligations to
circumstances where there has been a breach of EU asset-
freeze measures or there is a mandatory reporting require-
ment in the underlying sanctions legislation.

Two other respondents suggested removing requirements
from para. 49 points b. and c. to report the discovery of the
breach of restrictive measures due to the absence of such
a legal requirement.

In contradiction to other respondents, one confirmed that
CASPs are doing all steps included in paras. 49 to 50.

The EBA acknowledges that, as the suspension of operations is
a temporary measure, it should not be reported to competent
authorities, so the text was amended accordingly.

Regarding the second comment, the EBA clarifies that the report
of discovery of the violation of restrictive measures is not man-
datory but covered under applicable Union and national require-
ments.

Para. 49 (now 50)
amended.

Para. 49 and 53

Six respondents suggested replacing ’without delay’ by
‘within the timelines specified by national competent au-
thorities or the applicable restrictive measures Regulation’.

The EBA acknowledges that specified timelines might be re-
quired in applicable EU and national requirements. This was
added to the requirement by default to report without delay,
which aims to seek harmonisation of reporting practices.

Para. 49 (now 50) and
53 (now 54)
amended.

Para. 50

Four respondents noted that reporting each suspicion of a
possible circumvention would flood competent authorities

The EBA acknowledges that there is no general legal require-
ment for a reporting obligation of circumvention of restrictive

Para. 50 (now 51)
amended.
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with volumes of potentially incomplete or irrelevant infor-
mation. EU sanctions regulations do not provide for a re-
porting obligation of this general nature.

Two respondents noted that a simple sanctions violation
(which is not necessarily circumvention) can also be sub-
ject to prosecution and therefore a predicate offence to
money laundering (all-crimes approach). One of the re-
spondents explained that a suspicious activity report rather
than a suspicious transaction report should be filed to en-
compass cases of attempted circumvention of restrictive
measures.

measures to relevant national authorities competent for the im-
plementation of restrictive measures. However such reporting
can be provided in an EU Regulation for a restrictive measures
regime, such as in Article 6.1(b) of Regulation EU 833/2014,
which refers to ‘information in respect of violation and enforce-
ment problems and judgments handed down by national court’.
Point a was amended.

Regarding the second comment, the EBA clarified that point b
applies under applicable legislation.

4.3.4 Procedures for exemptions and when restrictive measures are lifted

Para. 52

One respondent suggested that a case-by-case determina-
tion is used as a methodology for customers who can file
complaints with the institution who were sanctioned and
whose sanctions were subsequently lifted, instead of hav-
ing in place a procedure that is only rarely used.

Policies and procedures to identify and release funds can be
drafted in a way that allows a case-by-case determination, as
long as they are duly justified and documented.

No change.

4.4 Ensuring the effectiveness of restrictive measures policies, procedures and systems

Para. 56

One respondent questioned the proportionality of the re-
porting of any weaknesses or deficiencies to the manage-
ment body.

The EBA agrees to add proportionality in the reporting of weak-
nesses to the management body, with only significant weak-
nesses in such policies, procedures and controls being re-
ported.

Para. 56 (now 57)
amended.

Section Impact as-
sessment KYC infor-
mation guidance for
the financial list-
based restrictive
measures screening

One respondent explained that it is challenging to under-
stand why these transactions are highlighted, as they are al-
ready subject to screening and this provision may create im-
practical expectations for national competent authorities.

Types of transactions mentioned in the Impact assessment re-
flects the analysis of weaknesses identified by competent au-
thorities for the supervision of policies, procedures and controls
to ensure the implementation of restrictive measures. Those
weaknesses were shared through the drafting of the 2023 EBA
Opinion on ML/TF risks affecting the EU’s financial sector.

No change.
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